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1 Main concepts

1.1 Main Screen

Once you have logged in you willsee the main Xcalibur-W Server window , the Device List as w e
w illrefer to it from now on.
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The Device List window has several sections to it and these are detailed below startingin a
clockw ise manner beginning at the top:

= Main Device Listing

= Context Menu

= Groups and Devices Tree Listing

= Task Commands and Command Queue
= Tasks Progress Legend

1.2 Main devices Listing

This is the main areaw here you can view the devices currently controlled by Xcalibur-W
Server. Depending on the device tree level that you have clicked, you wiill find the appropriate
devices listed in the Main Devices Listing.

B Hastname MacAddress Product 05 Name: DAVersion IpAddress  MNetwork  Write Filter Maintenance Last Check In

[ B e———a ) indowss Embedded Standard 140,597 152.168.2.153 | 152.168.2.0 & & g/18/2013 708 P

O B =—— —y 140,598 192.168.2177 | 192.168.2.0 S 2 6/18/2013 12:16:48 PN
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Youw ill also note that the listing comprises various columns and these may be sorted in
ascending or descending order. There is also a checkbox on the leftmost column provided for
selection of single or multiple devices for the purpose of task deployment.

1.3 Context Menu




If you should right click on a device listing youw illbe presented w ith a device Context Menu that
allow s you to perform various tasks on that particular device.

. & Open in new tab
Refresh inventory

c

Reboot device

Shutdown device

G C

Openin New Tab

This opens a new browser tab w ithin w hich you can examine the current settings of the device.
You can also change settings from w ithin this configuration section.

Refresh Inventory

Selecting this option willinstruct the device agent to upload its inventory to the Xcalibur-W Server.
Aninventory essentially comprises of all the settings and configurations that are stored w ithin the
Xcalibur-W Server

Remote Desktop (RVNC)

On occasions you w illw ish to connect and shadow a device. Selecting this option w illopen a new
RVNC window. Please see later in this user guide for details of how RVNC w orks.

Wake On Lan

This option, w hen selected willsend a Magic Packet specifically for this device instructing it to
w ake up to take instructions.

Reboot Device

As the title suggests, this option w illcause the device to reboot.
Shutdow n Device

Using this option you canremotely shutdow nthe device, or multiple devices.

1.4 Task List and Progress Legend
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1.4.1 Task Progress Legend

The task progress legend pictured on the right of the picture above is a reference indicator to
show what progress the task has reached. This is extremely usefulw henyou are sending tasks
dow nto devices and need to know if they have completed.

All Xcalibur-W Server agents are bi-directional and report back the progress of any task that has
been sent to them. The task progress listitself willshow each individual task that has been sent
dow ntothe various devices and indicate w hat stage each task is at.

Scheduled

Published

Processing

Stopped

Completed

Unpersisted

Failed

Partial
Failed

Obsolete

LI

Task is planned but not yet published ; the start date is later
than now

Task is published ; the startdate is over but no agent has
collected the task yet

Task is processing ; at least one agent did collect the task

Task has been stopped ; no more agent w illcollect the task
anymore

Task is over; all agents did execute the task without any error

Task is over; all agents did execute the task without any error
but the Write Filter w as not deactivated

Task has failed ; at least one error occurred

Task has failed ; at leat one error occured but the Write Filter
w as not deactivated

Task is over ; the End date is over

1.4.2 Task Commands & Command Queue

This section consists of tw o vertical tabs that allow youto configure commands and add them to
the Command Queue. This is detailed in further depth in the section: Tasks and Creating Tasks.




Task Commands Command Queue

Command Queue [N
Modules (new commands queue)*

» ﬁ Toolbox & | Notification [5]

» B2 Monitor

» ;: Interact
[~ Administration

» '_" Device Security

» |_n| Device Configuration
3 ':| User Experience

—L

» \j? Image Management

1.5 Groups and Dewvices Tree Listing

L Selected Devices (0)

[ Operating system name (5] .
L &£ AMERTCAS (1) !
1 & APAC (1)
- ELEMEA ()
" (@ unassigned (1)

|| 8 E E

In order to manage your devices in a structured fashion, Xcalibur-W Server provides the ability to

construct groups, both logical and automatic. Y ou can move devices into logical groups
o e

(aka = Static Groups) using drag and drop, w hile dynamic groups (aka =1

Groups) are created using data based logic.

Automatic

1
ﬁ-j Note that a Device can only belong to one Static Group w hile same Device can belong
to several Automatic Groups




2 Enrolling Client Devices

2.1 Client Access Licenses

2.1.1 Applicable Licenses types

Xcalibur-W Server uses Client Access Licenses to manage Devices. License Management
section is available w ithin the Discovery and Enroliment page.

Discovery and
Enrollement

Submit

A Client Access License s defined by:

License Key Number 10-Digit Number

Type of Licenses Version of the Softw are granted by the License Key. The Type
of License can restrainto certain class of Client Devices and
can exclude the use of extra functionnalities (Ex: Monitoring
etc)

Number of Seats Maximum number of devices that can be enrolled by on the
server

H
t.j By definition, Client Access Licenses are Transferable Licenses. Therefore,
Administrator can un-enroll an Out-Of-Service device in order to use its license on a replacement
device.

2.1.2 Registering New Client Licenses

Licenses are entered onto Xcalibur-W Server using the Submit button of the License section of
Discovery & Enrollment page.




License Grants

Hame DEMO_NFR_LICENCES
Total number of seats 5
Humber of used seats 3
Mumber of available seats 2

Add License
Name
License Key

Submit

License Key Type of License Total seat Date .

4250820711 (Thin Client 5 /6/2013 9:52:10 AM

Once entered, the server willdisplayed the total number of Client Access Licenses granted by the
Keys (aka Seats), the number of Licenses already used and the remaining available Licenses.

2.2 Discovering New Clients

2.2.1 Automatic Discovery over the Network

Xcalibur-W Server employs a methodology of discovery and enrollment to register and make
devices available for management by Xcalibur-W Server. This process can be automated as w ell
as be handled using manual intervention —w hich one you decide to use w ill depend mainly on
your security policies.

The Discovery is mainly used in LAN Environments. It enables to send packets onto the netw ork
so as to identify Devices that have the Xcalibur-W Device Agent installed.

From the Discovery/Enrollementsection, youcanaccess to Discovery page as follow s

Discovery and | current Discover

Enrollement Number of devices detected 6
Number of devices enrolled 4
Licenses

Settings
Auto Enroll at first discovery =}
Enrollement port 0000

Discovery

Device Enrollment

Discover
@ by Broadcast
@ by Network address
from
to
@) by Address/Hostname
Host

Discover

The Enrollement portis by default setto TCP 9999. This the listening port for the devices.

Settings
Auto Enroll at first discovery [}
Enrollement port 9999

Save

10



The Discovery supports the follow ing methods:

= Broadcasting
Discowver

i@ by Broadcast

= |P Scan

@ by Network address

= Direct Device contact
- by Address/Hostname
Host

The Discovery may takes some seconds before returning results. Once donce, youw ll be
automatically directed to the Device Enrollement page. Allthe Devices new ly discovered are
added to the devicelist in Not Enrolled state.

B Hostname MacAddress Product DA Version IpAddress Hetwork First Discovery Last Check In State.
[l 15 1.4.0.557 1921682153 |192.16820 6/14{2013 10:27:57 PH 6/18/2013 3:07:42 PM % enroled
L = s BT 14.0.5%8 192.168.2.177 192.168.2.0 £/14/2013 10:31:21 PM £/18/2013 3:07:51 PM & Enrolled
Bphe— ———oue 132516 SPIEIMI SRISIND 6152013 21559 P &f12013 21527 70 @ hot Enroled
[ = = 105D:CE E=——==xcC 140557 a2 1216820 6/14/2013 10:06:17 PH 6/18/2013 3:07:31. PM @ Enroled
[ | om—:1E 195181 131153 192.168.2.166 19216820 6/17/2013 9:24:13 AM 6/18/2013 3:07:47 PM @ netEnroled
— 5
= — = 140557 — R 6/14/2013 10:20:14 PM 6/17/2013 8:55:58 AM & Enrolled

2.2.2 Manually Configure the Client

Xcalibur-W Device Agent can be manually configuredto connect to its Management Server. By
opening up the Web Interface, you can access the Agent Configuration in the Administration
menu.

11



» £° Monitor Y

@& ) Administrator > Agent Configuration

:_ = Interact

-

Device Agent Configuration

S Administration

This module alows te configure

* Agent Configuration
s FTP Server Settings Synchronization Port 7270
« Inventory Tags

- Discovery Port 9999
v Device Security

v [ ~ Device Configuration Pukse Deby (seconds) 30

Enable DHCP Scope

-

J_:\»t Apps Configuration
N —:-L User Experience Mzanager Handler URL hitp:/ oo 000

3 .):-f' Image Management

When not enrolled, the Manager Handler URL is set to http://localhost. By entering the IP
Address orURL of the Management Server, the Agent willthen connectand register onto
Xcalibur-W Server. A reboot willbe needed to complete the operation.

AR

= The Address shall be provided in HTTP mode if there is no local SSL certificate installed
on the unit prior. Once the Device is enrolled by Xcalibur-W Server, then the SSL certificate will
be dow nloaded from the Server to the Client and the communication willturn automatically to
HTTPS

If you wishto setthe Manager Address to HTTPs, you can usethe SSL Certificate upload module
to store the certificate locally on the Client Device.

Upload SSL Certificate

This module alows to upload 2 SSL certificate in order to communicate with WanPulse Management Server over 3 WAN Network.
Over LAN network, this certificate is automatically provided by WanPulse Management Server.

Fle |5l certificate cer Browse

Upload

Once the Agent is configured w ith a Manager Address, thenthe Address can be checked w ithin
the Agent Tray in the Window s Task Bar such as show n below .

IP:192.168.2162
Haostname : LTTHINKPAD

Mac : FO:DE:F1:04:BB:4.4
ac - Open Web interface

Status

Write Filter: No Write Filter

Manager : wpms2.wan-pulse.com

About...

12


http://localhost/

2.2.3 DHCP-Provided Server Address

Xcalibur-W Device Agent canuse DHCP as a mean of automatically obtaining the IP Address
or URL of its Management Server. For that purpose, the option Enable DHCP Scope Option shall
be activated as show n below .

. * .\_ 4
e LT &9 Administration > Agent Configuration

& Monitor Device Agent Configuration
This modtie alfows to configure
b = Interact
Synchronization Port 7270
= Administration
Discovery Port 9999
« Agent Con

- Agent updabe
» Inventory Tags Pulse Delay (seconds) 10

» Device Security ( Enable DHCP Scope )

There are three different data that can be provisionned by the DHCP server:

Description Option Number

FTP Server settings for the Agent Update Scope Option 230
Agent TAGs Scope Option 231
Xcalibur-W Server Manager Address Scope Option 232

Depending of you DHCP server type, you willneed to use instructions in the follow ing sections

2.2.3.1 DHCP Options settings for Windows

2.2.3.1.1 DHCP settings - Add options

The setting for the DHCP scope options follow s aw ell defined logic.
The follow ing example illustrates the configuration of DHCP on a window sserver 2003.
Make a right click on the server node, and then “Set Predefined Options...”

X8 DHCP [_[Ofx]

" DHCP Scnpe Options
e e Yendo Vo s
£ Scope[11 Display Statitics., | [vendor  [vae _ [clss
;s pé.i Standard 192.168.2.1 None
@08 Ros| oMo pervers Standard 192.168.2.1 None
@ Addn Bewi Operscceet erver Host Name  Standard 192.168.2.73 None
20 A, Neow st Sce.
(@ server 0 Backup...
Restare...

Reconcile All Scopes. ..
Unauthorize

Define User Classes...
Define Yendor Classes...
Set Predefined Options...

all Tasks »

Delete
Refresh

4 Properties | |
(Add, remove o chanc  pielp [

Click on “Add...” then fill in the fields as below , and then “OK”

13



£Q pHCP (O] x]
File Action View Help
¢» | OmEBR 26 &
[T Predefined Options and Values [ %]
]
[ Option class: |DHCP Standard Options v for Value Class
dard 192.168.2.1 None
Option name: [002 Time Offset Jid | T 192.168.2.1 Hone
I D D M 192.168.2.73 None
Desciiption: (ST option Type
Y Global
Long: Name: IWF’ FTP
0:0
Data type: Stiing ~| T Anay
Code: 230
Description: |FTF' configuratior]
“ 0K [ cancel [ ] | >
| I I

Redo the previous sequence for the Xcalibur-W Tag and the Manager Address

File  Action View Help
¢ | EmER @m| &
ST Predefined Options and Yalues 2l
Option class: DHCP Standard Options ] o s
i e I 2 | dard 192.168.2.1 None
Option name: [002 Time Offset ] hdard 192.168.2.1 Mone
i) | Edt. | Delete I dard 192.168.2.73 None
Do [ICTdn
e Class: Global
Long: Name: |WPTag
0x0
Data type: Stiing v] T sy
Code: 231
Description: ITag used by the manager to sort the devices|
o |
gl ok [ cemcel [ | o
! I I
“I' DHCP
File  Action Wiew Help
e 7m0 6=|E
@E"l' ed Optio d ¥alue 2 xhs Description
B
[ Option class: IDHEPSlandaldet\ons ﬂ
Option name: |231 W Tags j
add. | Edk. | Dekee |
[
. Dption Type [x]
Description: HWP.T:
Class: Global
Valug—————
Sting e |w M anagement Server IF
Data type: IStnng | T Aray
Code: 232
Description: Iused to provide served address or hostname
oK Cancel

2.2.3.1.2 DHCP Option 230 - Xcaliburw FTP Update

Select the 230 option in the drop-dow n listand fill in the fields as below

14



(0 DHCP 8 [=] 3
File Action View Help
e= | BOE PR @m &

[dPredefined Options and Values

e

Hor Value Class.
dard 192.168.2.1 None.
Opign name: [230wPFTP dard 192.168.2.1 Hone

esd. | Es. | Dpokw | dard 192.168.2.73 None

[ Option class: [DHCP Standard Dptions

Ll Lol

Description: IFTP Configuration

Sting:
|@wPIpServerPortLoginPassword Path AutoUpdatel @WP

|3

[ ok | cancel | |

Parameters Description

@WP: Start of tag

IpServer Ip address of the FTP server

; Mandatory parameter separator

Port Port number of the FTP server

; Mandatory parameter separator

Login Login used for the connectionto the FTP server
; mandatory parameter separator

Passw ord Passw ord used for the connection to the FTP server
; Mandatory parameter separator

Path full path to the file InfoVersion.xml

; Mandatory parameter separator

AutoUpdate Boolean indicating w hether or not the automatic update
by FTP is active. Possible values are “true” OR “false”
:@WP End of tag

2.2.3.1.3 DHCP Option 231 - WP Tags

Do the same for the option 231

15



[T

[EHe Action  ¥iew Help

e | BnBR(@m &

@ Predefined Options and Yalues [ 21 %]
X

[ Option class: IDHEP Standard Options _V_J
Option name: [231 WP Tag |
add. | Edt. | Deete |

Description: ITag used by the manager to sort the devices

Walue
Stiing:

I@WP:Tag‘I :Tag2:Tag3;T ag4:Tagh.@wWH

Hor

dard
dard
dard

Walue Class
192.168.2.1 Mone
192.168.2.1 Mone
192.168.2.73 Mone

R [ ok ] conee
e
Parameters Description
H#WP: Start of tag
Tagl Tagl entry
; Mandatory parameter separator
Tag2 Tag2 entry
; Mandatory parameter separator
Tag3 Tag3 entry
; Mandatory parameter separator
Tag4 Tag4 entry
; Mandatory parameter separator
Tag5 Tag5 entry
H#WP End of tag
2.2.3.14

2.2.3.1.5 DHCP Option 232 - Manager Address

Addin the DHCP option 232.

16




Parameters

#WP:

Predefined Options and ¥alues

Option clags: IDHCP Standard Options ﬂ
Option name:
Add Edi Delete |
Description: $wPhttp: A/management_server |P_addresspor
Walu
String:

I!tWF':hllp fémanagement_server_IP_address:port $w/P

Cancel

http://management_server_IP_address:port

HWP

2.2.3.1.6

2.2.3.1.7 Enable Scope Options

Description

Start of Manager Address
Address of the Manager
End of Manager Address

Click on the node corresponding to the scope covered by the tag, right click then “Configure

options...”

DHCP Scope Options

B el [1021t69 Loendor  [vae |
501 Scope [192.168.2.0] wanpu omnnama ‘endor Value Class.
% Scope Options &y’ 003 Router Standard 192.168.2.1 Mone
Y » 4006 DS Servers Standard 192.168.2.1 None

(@ Address Leases 4066 Boot Server Host Name _ Standard

192,168.2.73

{) Address Pool
{3 Server Options

Configure Options. ..

Refresh
Export Lit...

Arrange Icons >
Ling up Tcons

Help

« | 2l

[Refreshes the current selection.

Select 230, 231 and 232 then validate.




Reservation Options HE

General | Advanced |

Awailsble Options |_Desciiption |
0121 Classless Static Routes Destination,
23w FTP Update @WFIP_se
23w Tags HWP:Tagl:
22w Management Server IP SR htp /i =
4 »

A Data enr
Stiing value:

| e——

[k ] cencel Apply

The configurationis completed, you can see the 3 new options appearing.

2.2.3.2 DHCP Options settings for Linux

Edit dhcp file settings: /etc/dhcp/dhcpd.conf and add follow ing lines for Xcalibur-W DHCP Scopes
Options:

on main section:

option WP_FTP_Update code 230 = string; option WP_Tag code 231 = string;

on “subnet” section:

option WP_FTP_Update
“@UWP:IPServer; Port; Login; Password; Path; AutoUpdate( True/ False): @UWP"; option WP_Tag
“#UP: Tagl; Tag2; Tag3; Tag4; Tag5: # WP";

Example:

18



option subnet-mask 255-255-255-0; option broadcast-address 192-168-1-255; option
routers 192-168-1-254; option domain-name-servers 192-168-1-1, 192-168-1-2; option
domain-name “xcaliburw-com"; option ntp-servers 192:168-1-254%; option WP_FTP_Update
code 230 = string; option WP_Tag code 231 = string;

subnet 7192-1687-0 netmask 255-:255-:255-0 { option WP_FTP_Update
"@WP:192-1681-79;2T;anonymous; test;/ ftpupdate; true: @WP"; option WP_Tag

"% WP: world; emea; france; paris;dev:#WP"; range 192:168-7-10 192-168-71-100; range
7192-168-7-150 192-168-1-200; }

2.3 Enrolling Client Dewvices

2.3.1 Manual Enrollement

Enroling Devices can be performed using the Manual Enrollment. From the Device
Enrollement page, you can select which devices you wish to enroll. Of course, if you had many
thousands of devices you may find it difficult to find the device, and so we have provided a filter
systemfor displaying un-enrolled devices.

] Hostname MacAddress Product DAVersion  IpAddress Hetwork First Discovery Last Check In State

=} - 131.4.0.557 152.168.2.153. 15216820 /14/2013 10:27:57 M &/18/2013 3:07:42 PM & Enrolled
[ —— = e —— L] 1921682.077  192.168.20 6/14{2013 10:31:21 P 6/18/2013 3:07:51 PM @ enroled
B j— =008 132516 1921682001 1920682040 6/15/2013 2:15:53 P 6/17/2013 2:19:27 PM @ ot Enroled
[ = 105:5D:CE E=———=c 140557 190.168.2.150 192.168.2.0 6/14/2013 10:06:17 PM 6/18/2013 3:07:31 PM & Enrolled
[ ] (— 5551 13.41.5%4 152.165.2.166 152.165.2.0 6/17/2013 9:24:13 AM /18/2013 3:07:47 PM @ notEnroled

—
B ; e — P Y

114/ :20: /172013 8:55: @ Enrol
=4 iz |meiszo 6/14/2013 10:20:14 PM 6/17/2013 8:55:58 AM @ Enrolled

Enrollment Status allow s three different States :

= ¥ Encled means the unit is already Enrolled

» @ netensled means the unit is not yet Enrolled
@ Waiting enrcllement

. means the Enrollment process is ongoing
You can select the devices you wishto enroll and click the enroll button located on the bottom

status bar. You can also use the right-click context menu.

& wake On LAN & wake On LAN
& Enroll @ Unenroll
% A Enroll Unenroll Unenroll All 7 Remove % Remove
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N _ . _ . .
t.j Enrolliment takes a couple of minutes and this is due to the inventory of the device being
registered. In addition, enrollment also uses up one license fromthe license pool.

Once Enrolled, the Device is automatically added to the Device List page and canthen be
managed.

Be aw are that before being fully functionnal, the Device wll need to create its first Inventory. This
process may takes some minutes. During this timeline, some data will be missing and therefore
the corresponding line in the Device List willfeature some empty fields as show n below .

= Device that has not yetfinished its Inventory

| E1| = |win7-s8 00:0C:29:3E:95:81 1.3.11.594 192.158.2.166 |152.168.2.0 = ) 6/18/2013 5:40:01 PM

= Device that as finished its Inventory

| ] testmayD2435DCE 10:78:D2:A3:50:CE |ECS - 945GSED-TTX Windows Embedded Standard 1.4.0,597 192.168.2,150 |192.168.2.0 - ] 6/18/2013 5:59:06 PM

2.3.2 Automatic Enrollement

The task of enrolling can be made fully automatic by simply ticking Auto Enroll at first
discovery checkbox onthe page below .

Di.'..y"(:)(:i\\"ial'yr al‘ld Current Discover

Enrollement Number of devices detected 6
Number of devices enrolled 5
Licenses
_ Settings
Discovery - -
T Auto Enroll at first discovery |
i - + S -
Device Enrollment Enrollement port
Save

When enabled, all the devices w illinitiate their enrollment process without requiring any further
action.

I_I
t-j Note that this feature applies to all new devices discovered by the server and all new
devices that register themselves onto the server (using DHCP Scope options, DNS Name or IP
Address setinto their configuration file).

Once enrollment process is started, it follow s the same process than the Manual Enroliment.
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3 Manage Devices

3.1 Groups and Device Grouping

The concept of grouping devices w as designed in order to make life easier for system
administrators w ho need to access devices in a logical manner and manage them.

Xcalibur-W Server has a hierarchical method of grouping and administrators can create tw o
differentlevels of groups: Static and Automatic. Once created groups can be populated manually
or automatically, depending on the group type.

The follow ing sections w illdrive you through the Best Practices

3.1.1 Default Groups

By default, there are three built-in Groups that displayed in the Device Tree. These Groups are
systems groups and therefore they can not be deleted nor modified.

1. Selected Devices (0)

&P All Devices (3)
- (3 Unassigned (3)
Selected Devices The devices that have been already ticked, and to
w hich the tasks w ill apply
L-? All Devices The entire list of Enrolled Devices
@ Unassigned The devices that have not yet been assigned to any

Static group

Atfirsttime use, Administrator willw antto create specific Groups that w ill reflect its netw ork
topology, its geographical locations or its business organization. This is made possible using the
Static and Automatic Groups.

3.1.2 Static and Automatic Groups

3.1.2.1 Static Groups

A static group is one w hich contains an exclusive list of devices : devices w ithin a static group
cannot existw ithin any other static group. It is intended for show ing devices that are contained
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w ithin a static location such as country, region etc. To create a static group you right click on the
All Devices entry within the Device Tree and select Add Static Group.

- 3 Selected Devices (0)
- ¢ Al Devices (5)
- 2. AMERICAS (1)
- £ APAC (1)
- 5 EMEA (2)
L (@) Unassigne [ Add Automatic Group

Eﬁ Add Static Group

You can add Static Groups to the root (All Devices) or as a Sub Group w ithin an already created
group.

L Selected Devices (0)
& All Devices (5)
. AMERICAS (1)

E‘.Dﬁ Rename
2, Delete

[ Add Automatic Group

You can have as many nested static sub-groups as you wish, buttake care not to make the
structure too unw ieldy. You can see an example of a static sub-group in the picture above.

3.1.2.1.1 Adding Devices to a Static Group

When devices are enrolled onto Xcalibur-W Server they w illnormally join the Unassigned Group

located at the bottom of the Devices tree. From them you w illneed to assignthem to a group that
is appropriate. You cando this by dragging and dropping the devices onto the target group. If you
wishto move multiple devices youw illneed to select them first by ticking the check box and then
dragging.

3.1.2.1.2 Removing Devices froma Static Group

There is no method of deleting devices from a static group. Y ou need to move the to the
Unassigned Group or un-enrol them from Xcalibur-W Server. The process of un-enrolment wiill
remove the devices fromall groups.

3.1.2.2 Automatic Groups

There are the obvious limitations w ith static groups that can be a hindrance to the administrator.
Static groups are intended for static locations such as countries, regions etc. How ever,
administrators have a need for organizing devices w ithin different types of groupings such as

netw ork subnet, operating systemtype, w rite-filter state etc. For this, Xcalibur-W Server provides
the Automatic Group system. You can create automatic groups based on a number of pre-defined
criteria as indicated in the table below :
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*Computer Manufacturer

*Computer Model

*Netw ork Address/Subnet

*DHCP

*Operating System & Service Pack

*Processor Architecture

*Processor Cores

*Processor Model
*XW Agent Version
*Write Filter State
*Write Filter Type
*Auto Tags 1to 2
*Tags 1t0 5

When a dynamic group is created using one of the choices above, the group w illcontain segment
w ith the appropriate devices pre-populated. This allow s the administrator to auto create groups
based on these parameters. An example of this is show n below .

' .+ Selected Devices (D)
4- & All Devices (5)
4 [ Computer Model ()

i L& ‘-———-——.——-——-—~-_)

1 e
i I’T{OPeraﬁng system name (5)
L ENo value (1)

- B windows Embedded Standard 7 (3)
- £, AMERICAS (1)
- 2 APAC (1)

{” B3
|- Uk ()
L (¥) Unassigned (1)

3.1.3 Use TAGs for custom Grouping

Xcalibur-W Server allow s you to apply TAGs to your devices in order to ease the grouping. This
features is available withinthe Single View of your device. Click on Administration section and

then Inventory Tags page.
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A b
L a M lenance € 3 Administration > Inventory Tags

£ monitor Inventory Tags

This modue contains tags that are used to organize groups of devices.

22 interact
Taghe® 1

&4 Administration
Taghe2

Taghe 3

_ Device Security Taghe 4

= Device Configuration Taghes

[~ Apps Configuration

TagautoN*1  |yicrosoft Windows [Version 6.1.7601] Command foor

"1 User Experience

TagautoN° 2
'/ Image Management Command

Apply

There aretwotypes of TAG:

= Static - The above fields can be usedto manually entered data such as Location, Dates,
Numbers that are relevant for sorting purpose.

TagMN=1
TagM=2
TagN=3
Tag M= 4

Tag M= 5

|_|
t-j Please note that the TAGs can also be provided by the mean of a DHCP Server. For
further details, please referto DHCP Scope Options.

= Calculated - One of the coolest things about Xcalibur-W Server’s dynamic grouping
technology is its ability to run DOS or WMIC commands on the device and return back the
values generated by the operating system. This means that you can create dynamic groups
based on say, the time zone or display resolution being used etc. In order to do this you need
to populate the Auto Tags of w hich there are tw o w ith the appropriate entries.

In theaboveexample,we query for theversion of the installed OS.

Tag auto N° 1 Microsoft Windows [Version 6.1.7601] command her

Tag auto N= 2
Command

)
—== Be carefulhow you use this as it can populate the Dynamic Group name w ith a lot of
data. Further information on these WMIC are available in the WMIC Commands Glossary
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3.1.4 Filtering and Searching Devices

All administrators need to occasionally search and locate specific devices w ithin the estate. This
can be very tedious if there are literally thousands of devices present. Xcalibur-W Server provides
administrators with avery simple and effective way to find devices w ithin the infrastructure. You
w illnote that on the top of the devices list there are a number of text entry fields and some drop
dow nlists. You can use these to filter and find devices youw ish to locate.

B Hostname MacAddress Product 0S Hame DA Version IpAddress Hetwork  Write Filter Maintenance  Last Check In

[ Jil JI Il I J JI ] - -
[[]| ™ | testmayieozscas 0D:1F:1E:02:8C:35 | VIA Technologies Ltd. - VXBO Windows Embedded Standare  1.4.0.597 152.168.2.153 | 152.168.2.0 & A £/13/2013 5:09:47 PM
[ ®  tetmayp2a3spce 10:78:02:A3:50:CE ECS - S45GSED-ITX Windows Embedded Standare  1.4.0.597 192.168.2.150 |1S2.168.2.0 - I /132013 4:45:37 PM

The text fields use standard wildcard methods. So if you wish to filter for any device with the term
LNV w ithinthe hostname then you simply enter *Test* in the text field in the hostname column. If
you wishtolocate a device with the first four digits of the MAC ID equal to 01:0F then enter the
term *01:0F* in the field w ithinthe MAC ID column. The drop dow n lists for columns such as
Write Filter and Maintenance also provide you w ith options for listing. Y ou can also use multiple
columns filtering to provide you w ith a better result, for example you can filter on the Device
Agent version and FBWF enabled.

3.2 Single Device View

The Single Device View can be accessedw hen double-clicking on any device fromthe Device
Listing. The page is displayed within a new tab and is related to the selected device only.

Connected to: tesmayE028C35 | Up Time: 0d 03h07min03sec | Write Filter state: @ | Maintenance State: 4, | Last pulse:6/20/20133:47:46PM | Last Inventory:6/

+ A maintenance =
—2—  Home

- . Home section isn't available.
» £ Monitor

+ 2 Interact

L Administration

+ " Device Security

» [_J Device Configuration
+ [77 Apps configuration

+ | UserExperience

+ ] Image Management

The top bar of the screen provides usefulinformation regarding the device status, this includes
the Hostname, the Uptime, the Write Filter State and the Maintenance State.

Connected to: testmay1E028C35 | Up Time:0d 03h07min03sec | Write Filterstate: @ | Maintenance State: o | Last pulse:6/20/2013 3:47:96PM | Last Inventory: 6/20/2013 12:13:28PM ©

The table below describes all items available w ithin the top bar and their expected values.
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Connected to Hostname of the Device
Uptime Uptime since last bootup

Write Filter [E] =No Write Filter Installed

[®| —\Write Filter Installed but not enabled
[E] = Write filter installed and enabled

Maintenance Fm= Device is out of Maintenance Mode

FE= Device is under Maintenance
Last Pulse Last connection from the client to the Management Server
Last Inventory Last time Inventory has been sent to the Management Server

In order to update the Inventory Information, you can press the & which request the Client to
send new inventory.

Whenever a functionis used to execute a command w ithinthe Single View, then a Task
containing one command - and applied to this device only - willbe published on the Management
Server.

Publish Date Reccurence Task Device Qty State Processing  Finished Failed

- -

6/21/2013 10:11:07 AN Launch shell command - vx0DE0722804A5 1 [ e 0 0

Details of all available commands and functions are listed in the Commands to Single
Device section.

3.3 Tasks and Creating Tasks

One of the mainstream capabilities all management softw are needs to possess is the ability to
send a single command or a series of commands to devices in order for them to perform certain
tasks, be they simple or complex in nature. Xcalibur-W Server is fully equipped to do just sucha
thing. The functions, commands and command queues that can be constructed w ithin Xcalibur-W
Server can be saved as tasks that canbe used in isolation or as recurring tasks intended to
deliver actions on a repetitive basis.

Tasks can be simple affairs such as asking a series of devices to change their display w allpaper.
Or, they can be slightly more involved such as joining a domain and they can also be highly
detailed suchas running scripts to engage an application to install.

The administrator can choose commands fromthe Available Commands Tab located on the left
of the main Device Listing display. The Available Command Tab is activated w hen the mouse is
hovered over the tab area and consists of a number of main level 1 functions w ith commands

w ithin. The figure below show s an example of the level 1 function and command set available

w ithinthe Command Tab.
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3.3.1 Available Commands Tab

8 Modules Whenever you wish to build a new Command Queue and then convert
§ &) oaien that into a task or recurring task, you need to access the available

L I — commands by using the Available Commands Tab. There are a variety
il . of commands available w ithin the Available Command Tab and these
g| o= are describedin further depth in Glossary of Functions and

§ Commands.

« Application
« Command
* Power and session control

b gy Administration
v T Device Security

» |_,-.‘ Device Configuration

By click on on any module, the corresponding sectionwillpop up in a
separate w indow allow ing to define the parameters and save the
command.

» [j. UserExperience

» ,‘7} Image Management

3.3.2 Command Queue

As you configure commands w ithin the Available Commands Tab these are added sequentially to
the Command Queue.

Once you have completed building the Command Queue you can then edit it as required by

moving the command object by using drag and drop,
(new commands queue)™ or deleting command object within the queue by

g | clicking on the (%] symbol.

[

Available Commands
(Ce2)

e Generate inventory
2 Motification / .

By default all commands w illbe run concurrently once
&, Power Management / 5 B| sentto the device. How ever, there are circumstances

Link tool in w hich you willneed to run commands in a serial

manner, w ith one command follow ing w hen the
previous has finished. This can be done using the Link
capability w ithin Xcalibur-W Server’s Command

o

Commarnds Queus

Remove All Publish

Queue. Notice the Link icon ﬂ and an example of
linked commands w ithin the image on the left.

You can then save the Command Queue as a Task Template by clicking the Save icon located
on the top orange bar (ﬂ). When clicked Xcalibur-W Server w ill presentyou w ith a dialog
requesting the name of the Task Template. Once you provide an appropriate name and click the
Save Template button the Command Queue willbe savedin the Library’s Tasks section.

If you wishto publish the Command Queue as a task to devices you can click the Publish button
and choose to make it an immediate task or a repetitive task.
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3.4 Publishing Tasks

By pressingthe Publish button fromthe Command Queue, Xcalibur-W Server willdisplay the
Publish Task window.

Publish Task ®

Choose a name for the task, then set parameters for execution Recurrence Settings
Task Name Recurrence Unit Minutes -
Publish Start 06/21/2013 10:37 (UTC +02) Freguency

Expected execution date on
client device depending on its
time zone UTC+02 »  06/21/2013 10:37

Publish End
[O wake On Lan selected devices

Recurring Task

Publish

Administrator can chooseto enter a friendly name for the Task so as to ease the understanding in
the logs.

Additionnally, the Wake-On-Lan option can be enabled. If at least one unit is pow ered onin the
pool of target device, then this unit willsend a Wake-On-Lan netw ord eventto the other units of
the pool.

3.4.1 Scheduling

The Task can be set to be executed immediately or at a later time. For that purpose, the Publish
Start field can be modified.

The Administrator can also choose to define an End date using the Publish End field

= If leave empty, then the Task will remain active unit all the agents collect and process the
Task.

= If a date is defined, then the Task willbe stopped after the specified date ensuring that no
other devices process the Task after the date. If atleast oneagent did not collect and
process the Task within the execution period, then the Task will turnto Obsolete
status.

H
ﬁ-j When managing units that are not in the same Timezone, it is sometimes difficult to
figure out at w hattime the Task is performed by the remote device. For that purpose,
the Expected Execution Date is provided for information purpose based on the device timezone.
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Please modify the timezone according to your remote device's timezone

3.4.2 Recurrency

When Publishing a Task, Administrator can also chooseto setthe Task as recurrent Task. The
option is activated using the corresponding checkbox. Once published the Task is stored w ithin
the Libray in the Reccurring Task section. Xcalibur-W Server w illthen automatically create and
publish occurrences of the Task according to the reccurrency settings that have been defined.

3.4.3 Progress Legend

Scheduled | Task is planned but not yet published ; the startdate is later
than now

Published B Taskis published ; the startdate is over but no agent has
collected the task yet

Processing [ Task is processing; at least one agent did collect the task

Stopped B Task hasbeen stopped ; no more agent willcollect the task
anymore

Completed [ Taskis over;all agents did execute the task w ithout any error

Unpersisted [ Task is over; all agents did execute the task w ithout any error
but the Write Filter w as not deactivated

Failed BB  Task hasfailed ; at least one error occurred

Partial I Task hasfailed ; at leat one error occured but the Write Filter

Failed w as not deactivated

Obsolete BB  Taskiis over; the End date is over

3.5 Tasks and Commands Board

One of the fundamental aspects of any management solution is the ability to performtasks and
make note of events. The Device Task Board described below is usedto record and archive the
tasks that have been performed as a part of the management process. The Device Task Board is
also used to examine the tasks on a granular basis w hen required to indicate w hy tasks may
have failed or part failed.

3.5.1 Task Lewel View
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The task level view is used by administrators to list the tasks that have taken place. Tasks are
listed in chronological order with the Task Level View with the most recent at the top.

Device Task Board Publish Date . Reccurence Task Device Qty State Processing  Finished Failed Ack
Task level view v - Ne -
6/20/2013 4:28:49 PM Power Management - vi|0060722804A5 1 | Spp—p———— ) 1 ) x
Command level view
6/20/20113 4:28:46 PM Wirite Filter FBWF - vxI006072280445 1 | pp—p———— ) 1 ] x
6/20/2013 3:57:16 PM Natification - testmay 1E028C35 1 —— 0 1 o x
6/20/2013 3:52:20 PM Monitoring rule 6 | Sppp———— 6 0 x
6/20/20113 3:50:08 PM Manitoring rule & — |0 6 ] x
6/20/2013 3:39:25PM Monitoring rule 7 e 7 1 x
6/20/2013 3:33:19 PM Moritoring rule 7 e (0 7 ) x
6/20/2013 3:28:31 PM Manitoring rule 3 e - 3 ] x
6/20/2013 3:26:58 PM Task 7 el ] 7 o x
6/20/2013 3:26:05 PM Task 7 | Sppp———— 7 0 x
6/20/2013 3:17:19 PM Task 7 — |0 7 ] x
6/20/2013 2:28:28 PM test sleep 8 [S—————— 8 o x
6/20/2013 1:10:02 PM o reboot toute les 30 mins 4 [ ) 0 ) x
6/20/2013 1:09:24 PM o maintenance + inventaire + diag 4 . 0 ] x
6/20/2013 12:40:02 PN A% reboot touts les 30 mins 4 ) 4 [ x
6/20/2013 12:10:02 P o reboot toute les 30 mins 4 | Syppp————— 3 0 x

As canbe seenfromthe image above, tasks lists are generated w ith full details of the task
description, date, the number of devices, state the task finished at as w ellas the number of sub-
tasks that completed. In addition the failed tasks are clearly indicated in red. You can drill dow n
into a task by double-clicking on its listing or by examining the entire setw ithinthe Command
View .

3.5.2 Command View

The Command Level view show sthe administrator w hich of the task’s individual commands have
completed and to w hatlevel. As can be seen from the example below, severalcommands have
not completed and their state is indicated by the colored status bar.

- Date Hostname Ip Address Task Command Receive Date Responce Date State -
Device Task Board i P
Task level view -
) 08 ! 08 BT ——
Command level 6/19/2013 11:09:24 PMuXI000722809A5 |10 1o 10 maintenance +inventaire + diaj Activate Maintenance 6/19/2013 11:09:33 PV 5/19/2013 11:09: 44 P

6/19/2013 11:09:24 P vxi0060722804A5 |10 (oo 10 maintenance +inventaire + diaGenerate inventory 6/19/2013 11:10:03 PM6/19/2013 11:10:38 Pv ]
6/19/2013 11:09:24 PMyxI000722804A5 | 1 1oo 5 10 maintenance +inventaire + dia Diagnostic repert 6/19/2013 11:10:03 PM6/19/2013 11:11:46 P ]
6/19/2013 11:09:24 PV vx0060722804A5 | 00 10 5 10a maintenance +inventaire + diaiDesactivate Maintenance 6/19/2013 11:10:03 PM6/19/2013 11:11:58 pv ]
6/13/2013 11:09:24 PM testmay1E028C35 | 192.168.2.153 maintenance +inventaire + dial Activate Maintenance 6/19/2013 11:11:47 PM6/19/2013 11:12:00 Py ]
6/19/20113 11:08:24 PV testmay 1E028C35  |192.168.2. 153 maintenance +inventaire + diai Generate inventory 6/19/2013 11:12:19 PM6/19/2013 11:13:26 Pv [ o ]
6/19/2013 11:09:24 PV testmay 1E028C35 | 192.168.2.153 maintenance +inventaire + diai Diagnostic report 6/19/2013 11:12:19 PM6/19/2013 11:17:55 P [
6/19/2013 11:09:24 PM testmay1E028C35  |192.168.2.153 maintenance +inventaire + diaiDesactivate Maintenance 6/19/2013 11:12:19 PM6/19/2013 11:18:06 Pv ]
6/19/2013 11:09:24 PM testmayD2A3SDCE | 192.168.2, 150 maintenance +inventaire + dia Activate Maintenance [~ —

Further double clicking on the command results in the Status Info being displayed for that
particular task.

Should the command have run successfully the status info windows will be similar to that show n
below on the left:
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Date G15/2013 11:09:24 PM Date GIIB2013 2:26:47 PM
Hostname vilDD&0T22E04A5 Hostnama testmay1E028C35
Task maintenance + imvintaire + diag Task Remote Desktop - testmayl E02BC35
Task Schudied Task Schudled
Command Atvate Maintenance Command Remote Desktop

] Dty G16/2013 2:33:35 PM
Receive Date 6/19/2013 11:09:33 PM Foene bt /18

Respance Date 6182013 2:33:46 FM
Rasponce Date 6152013 11:09:44 PM

State [
State | F———]

Result
Rezult

Connection to remate wnc cannct be etablished

Close Close

How ever if the command w as not successful the status w indow will indicate the failure and its
reasons. See above right image.
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4 Commands Glossary

4.1 Commands to Multiple Devices

4.1.1 Toolbox

4.1.1.1 Maintenance

There are occasions w hen the administrator w illneed to performtasks on the device and they
require the protective Write Filters to be disabled. It is not advisable to allow users to use the
device in any manner as it may interfere w ith the management process. In order to accommodate
such circumstances, w e have provided the Maintenance command.

Add Command - Maintenance x

Maintenance § a servicing mode that ease the execution of tasks by managing the Wiite Fiters and by protecting the
device.Once maintenance i activated, the device disables its Wiite Fitter (if applicable - and whatever the Write Fiter &) and
locks down the desktop preventing user to log in.When using Maintenance mode, administrator shall not use any Write Fitter
activation/desactivation commands as this is already taken care by the system itself.

Activate Maintenance

When Maintenance is activated the device agent places the device into a maintenance mode.
This locks out all keyboard and mouse activity from the user thereby rendering any interference
impossible. The maintenance mode also disengages the Write Filter (FBWF or EWF) so that any
maintenance tasks performed are persistentin nature.

When the Maintenance mode is deactivated the FBWF or EWF is sw itched on and the device is
rebooted.

4.1.1.2 Sleep

The Sleep command enables to create a pause during a sequence of commands. The Agent will
execute the nextcommand only once the time elapsed. The duration shall be setin seconds.

Add Command - Sleep x I

Duration (in seconds) I:I

Apply

4.1.2 Monitor
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The Monitor command consists of tw o further Level 2 commands: Inventory and Diagnostics.

4.1.2.1 Inventory

When the Inventory command is run via the Command Queue instructs the devices in the
selection to update their inventory to the Xcalibur-W Server. This inventory update can also be
done on the startup of every device if required.

If you wishtoview the inventory of a particular device, simply double click on its device listing
entry.

Add Command - Update Inventory ®

This module forces the agent to send an updated inventory.

Execute

4.1.2.2 Diagnostics

The Diagnostic command sends an instruction dow n to the client(s) to upload the diagnostic log
to the server. This diagnostic log is in an XML format and can be sentto the support department
for assistance. The diagnostic files are then dow nloaded to the library as compressed archives.

Add Command - Report »

This module generates an archive containing various information for third-level support.

Download

4.1.3 Interact

The Interact command section contains commands that allow you to interact with users via the
device.

4.1.3.1 Messaging
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Add Command - Messaging x

This module alows you to send a message to the user logged on the system. The message displyed as 3 Windows message
box.

Messaging allow s you to send a message to
one or many devices. The messages can be
interactive ones or simple notifications.
Mesoge Troe ® ormatin mossage box Messages like any other command can be

| mm—— scheduled for later delivery.

Tile ”

Message

Display Tme |5 seconds [+]

Send

4.1.3.2 Remote Assistance

Remote Assistance allow s youtoopen a VNC session, to control the devices. Just enter the
passw ord, and the Administrator passw ord if you w ant the full rights on the device.

Add Command - Remote assistance ®

This module enables to start 3 VINC session on the remote device. Your web browser must have Java enabled to execute  +
the VNC session. 2

» Settings

Enable remote &)
connection

Enable access [
password

Access Password | |

Confirm Password |

n

Enable Administration ]
password

Administration | |
Password

Confirm Password | |

Query Local User &)

Save confiquration i
4.1.3.3 Application
s e stows o unch oy bealsmatcaten e o e e e | NEF@ @re times w hen administrators are required to run
it S applications on the local server. In order to achieve this you
arameters | \ need to use the Application command.
[Clwam user

Launch

In order to use the Application command enter the full path to the application and any runtime
parameters that are needed. You can also w arn the user by sending a message. Click the
Launch button and you're done.
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4.1.3.4 Command

[ st comman e ]
This modules afows to execute any Windows command avaigble into the remote system |
Command | | ~ In order to run any commands on the local device
ety by b bess oo you willneed to use the Command function. This
Tmeout |30 seconds & allow s you to specify the command name or path

and execute it on the device(s).

Execute

4.1.3.5 Power and Session Control

The Pow er and Session Control function allow s administrators to performa number of low level
commands that determine the user’s session. These are:

Add Command - Power and session control x

[ ] Log Off This module enables to reboot or to shut down the system as well a5 to log off the current session.
= RebOOt Select action to perf | Log offuser [=]

Log off user
[ ] ShutdOW n [Clwarn user Reboot computer

Power off computer
‘Wake up computer

=  Wake Up Computer

Execute

4.1.4 Agent Administration

The Administration command set consists of commands that are required for the device’s agent
configuration.

4.1.4.1 Device Agent Configuration
Although the Device Agentinstalled in the device is configured for the optimum performance,

administrators may need to reconfigure the agent to operate w ithin the restrictions or rules of the
netw ork.
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Add Command - Device Agent Configuration ®

@ Warning, this form will be applied with all the values below.
This module allows to configure
Synchronization Port Irz70
Discovery Port 2999

Pulse Delay  [3p
(seconds)

Enable DHCP Scope

Randomize the 30
sending of inventory
over (seconds)

Update Inventory at
each device startup

Apply

Synchronization Port

When clients connectto the Xcalibur-W Server over a local area netw orkor a routed w ide area
netw orkusing MPLS for example, the pulse synchronization system uses port 7270 by default to
inform the client agent that there is a Command Queue w aiting for it.

When operating across a WAN that is not routed the server aw aits the pulse sent from the client
and then sends the task to it.

Discovery Port
This is the port used by the Xcalibur-W Server w henreceiving and sending discovery signals.
Pulse Delay

The pulse or heartbeat is sent by the client agent on a regular basis to inform the Xcalibur-W
Server that it is presentand online. It is also used by the server to determine that there are jobs

w aiting for the client in a WAN managed scenario. The entry represents the number of seconds in
betw een each pulse.

Enable DHCP Scope

As mentioned earlier in the Discovery section of this guide, the client agent uses DHCP as a
means of obtaining the IP address or the host name of the Xcalibur-W Server. You can choose if
this method is enabled or not by toggling the checkbox. The default state is enabled.

Randomize the Sending Inventory (Seconds)

Every client agent willsend the inventory of the device w henitis pow ered on. As you will
appreciate, if there are several hundreds or even thousands of devices pow ering on at
approximately the same time there willbe a sizeable netw orkload generated w henthe
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information is sent. This setting enables the device to randomize the sending time of the inventory
to reduce netw orkloads.

Update Inventory at each device startup

If required the “Update Inventory at each device startup” can be disabled using the Client Agent
settings described later.

4.1.4.2 Agent Update

You can choose how to update your Agent, either w ith the Library or the FTP server.

Add Command - Start Update x

This modules enables to start updating the Agent.

Update from Library
@ FTP Server

Start

4.1.4.3 FTP Server Settings for Agent Update

This denotes the FTP Server details for the
I o T e management agent update system. The agent is

This module enables to configure the FTP Server settings that wil be used to check updates for the Agent, efther on
request or at each startup.

capable of auto updating itself in the event of a
version change.

[0 Enable automatic FTP updates at startup

Hostname or I

This is achieved by seeking and dow nloading an
XML file called infoversion.xml. The format of this file
is as follows:

Apply

<Info>

<Imaging>
<Version>0-0-0</ersion>
<Path>imagel5032077</Path>

</Imaging>

<Profil>
<Version>0-0</Version>
<Path>Profil0-2-txt</Path>

</Profil>
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<Agent>
<Version>1-3-17-594</Version>
<Path>ftp://anonymous:test @ftpserver/ XGUWAgent_T-3-exe</Path>
</Agent>
</Info>

This information canalso be setup for provisioning via a DHCP Scope, ID230. The format used
for the scope entry is as follow s: @WP:n.n.n.n;21;Anonymous;Test;/;true: @WP

So w hat does this all mean?

=  @WP: is the start of the information tag

= n.n.n.nis the IP address of the FTP Server

= 21is the port to be used

= Anonymous is the username usedto log in

= Testis the passw ord used to authenticate

= /is the path w here the infoversion.xml is kept

= True isto informthe agent that the auto-update is active.
= @WP is the end of tag marker

4.1.4.4 Inventory Tags

The Xcalibur-W Server is capable of enabling clients w ith inventory tags. There are tw o types of
tags: Regular Tags and Auto Tags. There are five Regular Tags provided and tw o Auto Tags.

Regular Tags may consist of plain alphanumeric text w hilst
 Waming s form il e applec i al s vl elow Auto Tags may consist of expressions using WMIC. For
TH§ modue contains ags that are used to organize groups of devces example you could get the time zone of a device back to the
TN management server by using an Auto Tag such as “WMIC
Ttz TIMEZONE GET STANDARDNAME'. This willreturn
Tag 3 something similar to GMT Standard Time.
o4
Taghes You can use inventory tags to auto create groups. The
lo oy additional pow er of WMIC commands allow s the auto-creation
e of groups using a much wider set of parameters such as time
Wndows Shet Zone etc.

Command

Apply

4.1.5 Dewvice Security
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As the name suggests this L1 function comprises commands that are linked to the security and
operable state of the device.

4.1.5.1 Windows Accounts

The action of this command is to allow you to change the passw ord of any given account on the

target device(s). As can be seen from the snapshotyou can
0 Warning s o vll e aped v al 1 values o enter the account name in the Accountfield and then tick the
e e gl e Cattie e bl iz s checkbox to edit the passw ord. The format of the passw ord can

Account

be standard alphanumeric and symbol as Window s permits or it
can be prefixed or have a suffix based on the MAC ID of the
device. The latter obviously making the unit highly secure and
individual.

[E] change password

4.1.5.2 Auto Logon

Window s embedded devices by default are shipped to logon locally with a username USER,

w hose default password is user. How ever indomain environments it is not normal to have a
device auto logon in any manner. It is preferredto have a domain login as standard in order that
single sign on w orks seamlessly. This command does allow you to setan auto login credential
w ith domain name if it is required.

4.1.5.3 Write Filter (EWF)

This command controls the behaviour of the Enhanced Write Filter (EWF) w ithin Window s

embedded devices. All Xcalibur-W Server enabled devices are configured to have File-based
Write Filter (FBWF),

Add command - EWF Configuration x®

This module enables to activate and to configure the Microsoft's Enhanced Wite Fiter (EWF). Please note that under EWF
mode, all modifications made to the system through this web interface are discarded after reboot - as the system s totally
write protected. Therefore, for any modifications you may want to do, you should deactivate the EWF first,

Enable Disable ‘Commit

Activating any of the options w ithin this command w illinitiate a reboot sequence w ithin the
Command Queue.
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4.1.5.4 Write Filter (FBWF)

This command allow s the control of the File Based Write Filter (FBWF) w ithin Window s
embedded devices.

© Warning, s form wil e applied with ail the values deiow

Whenever FBWF is used w ithin devices there is a possibility of Low Memory alerts being
displayed on the desktop device. This is a result of the threshold setting for low memory pre-
programmed by Microsoftinto all Window s embedded devices. The settings allow you to alter this
threshold should you find any problems w ith this issue on your devices.

Display Warning Message at %

This field allow s you to set the percentage at w hich the FBWF Cache willtrigger a low memory
w arning. (Default value = 85, Minimum value =50, Maximum value = 90)

Display Critical Message and Reboot at %

This field allow s you to set the value at w hich the FBWF Cache has reached a critical stage and
reboot of the device is required in order to flushthe systemin an orderly manner. This message
w illbe displayed in conjunction w ith a countdow nto reboot. (Default value = 95, Minimum value =
55, Maximum value = 95)

Time before Auto-reboot (seconds)

This field allow s you to set the number of seconds that willelapse before the systemreboots
follow ing the Critical message described previously. Operation of this command causes areboot
command being placed in the Command Queue.

4.1.5.5 Write Filter Exclusion List

This option enables to add a new location into the list of exclusions of the FBWF Write Filter.
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Add Command - FBWF Configuration x

T Settings

MNew exclusion || ‘

4.1.5.6 Write Filter Cache Size

This option allow s to define the size of the memory cache that is dedicated to the Write filter Ram
overlay.

Add Command - FBWF Configuration x

v Settings

Set M Cachi
et Maximum Cache size ‘p | Apply

4.1.5.7 Fbwf Memory Alerts

This Task allow s you to enable the Low Memory Alerts. The w arning, criticals messages, and if it
needs, the autoreboot of the device.

Add Command - FBWF Configuration ®

@ Warning, this form will be applied with all the values below.

~ Low Memory Alerts

Display warning message at '; |
(% - recommanded vale = 85)

Display critical message and ‘[] |
reboot at (3 - recommendied vale
=55

Time before auto reboot ‘g |
fin secoms - recommendad vatre =
120)

Apply

4.1.5.8 RAMdrive

There are occasions such as installing application updates etc on the target device, w henyou
need to temporarily increase the size of the RAM drive configured on the target device. The RAM
drive command allow s you to do just that.
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@ Warning, this form will be applied with all the values balow:

RAM Drive is 3 virtual disk drive that uses part of RAM memory. It & intended to be used for redirecting the writes of
temporary files out of the physical drve.

WARNING: Check that you have reparameterized the drive letter for tmp and temp path (System/Advanced
/Environment Variables) and internet cache path.

Drive Letter zZ o~

Disksze 32
(m8)

Apply

In case you decide to change the drive letter used by the RAM drive, take care though that you
change other parameters that reference the RAM drive.

The default size of the RAM drive is 64MB, the recommended maximum size being 512MB.

4.1.5.9 USB Ports

One of the key concerns of IT managers is the security of the USB ports that are present on the
target devices. The USB Port command allow s administrators to lock the USB ports from
accessing any ‘storage class’ device, or make them read only.

@ Warning, this form will be applied with all the values below:
This section enables to control the use of USB devices on the device.

Configuration of USB Storage
[7] Forbid access to USB Storage devices

[] Enable write protection on USB Storage devices

Apply

4.1.6 Device Configuration

The Device Configuration function consists of a series of commands specifically concerned w ith
configuring the target device in terms of general configuration.

4.1.6.1 Keyboard Configuration

—_— Using this command the administrator can change the
Coor e v v [ o) language of a keyboard, its character repeat delay and repeat
haractr ey rate.

Repeat Delay

Repeat Rate




4.1.6.2 Mouse Configuration

[ oa conmand e ontiraten ]
Buttons Although this is rarely done, it may be required of the
vt 8 L i administrator to configure a user’s mouse for him. This
command provides the administrator w ith the means of
“ | doing this.

Pointer options

Pointer speed
Stow Fast

Apply

4.1.6.3 Display

Although all Xcalibur-W approved target devices are configured to use DDC there are occasions
w hen the administrator may need to seta resolution manually. There will also be the need to set
displays up to use dual screen modes and orientations. The Display command empow ers the
administrator to carry out such functions.

Add command - Display Configuration ®

|
|
: This module enables to select 3 new resolution amongst resolution st supported by the device and its attached dispéy.
|

Video modes available

Selectanew [ 2560 by 1600, 32 bit colors, 60 Herz  [+]
mode

Dual display Disabled -

Apply

The Display command dialog and the different dual screen options are show nabove.

4.1.6.4 Network

Youcan enable DHCP, and configurea DNS for your device in this panel.
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Add Command - Network Configuration x

© Wamning, this form will be applied with all the values below.

4.1.6.5 Proxy

Add Command - Proxy Configuration ®

@ Warning, this form will be applied with all the values below.
Proxy settings appiy to the system including Internet Expiorer.

Use Proxy Server B

Server |

Bypass Proxy server
for local address

Apply

4.1.6.6 System Time

Enzble DHCP [

@ The configuration linked to the ip address will not be changed.

Obtain DNS server address automatically

Primary DNS. ‘ ‘

Secondary DNS ‘ ‘

Apply

Some organizations require the configuration of target devices
to use the company proxy server. The Proxy command allow s
these settings to be made by the Administrator using Xcalibur-
W Server.

You can change the date and the time in this part.

Add Command - Date and Time Configuration ®

This module enables to change the system time and date.

Date and Time
o June 2013 o

Su Mo Tu We Th Fr Sa

2 3 4 5 6 7
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29

Apply
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4.1.6.7 Time Zone

Add Command - Time Zone Configuration = |

This module enables to change the system time zZone. i i X
Youshall go in this panel to change the Time Zone of

Select atime zone [ (UTC+01:00) Brussels, Copenhagen, [+

your device.
Apply

4.1.6.8 Hosthame
In the event that the administrator needs to

O Warin, i o s st s e e oo change host names they can do this using the

Crange the hostname of tre desce Hostname command. This command also allow s

A you to include the MAC ID as part of the
" hostname.

With Mac-Advessed based option, Hostname & generated with the entered Prefix folowed by Mac-Adress. Example:
AAEEFFO011

Apply

4.1.7 User Experience

4.1.7.1 Wallpaper

The Wallpaper command allows you to modify the wallpaper of target devices using an image of
your choice.

Add Command - WallPaper x

This module enables to upioad an imege and to set it as default desktop background image.

ot [ ecane
Pture poston (et [3]

Apply

4.1.8 Image Management

This set of commands concentrates on the different OS image changes that may be required
fromtime to time, such as application updates etc.

4.1.8.1 Install Apps

The Install Apps command allow s administrators to deploy

e a applications froma variety of sources to the target devices.

e memememas | Applications can be in either EXE or MSI formats, and can
Sekectthe e of msler e be delivered via the Xcalibur-W Server Library or FTP,

© ms1

Additionnal parameters [

HTTP, SMB or CIFS locations. In addition, launch
parameters can also be specified.

Launch
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Fr 5

=== Remember that the Application shall be installed silently. MSI ressources install silently
whereas EXE ressources may not. Administrator shall make sure required parameters and

switches are properly specified to force silent installation. Please refer to the publisher
documentation to get the exact application parameters

4.1.8.2 Upload

The Upload command is intended for use when you wish to upload a file or files to the target
device(s).

4.1.8.3 Download

Whenever you have the requirement to recover a file from target devices, you can use the
Dow nload command. Files dow nloaded are stored in the Library under Dow nloads.

This module allows to download a file from the remote system. The file sze must be less than 50 Mb.

File to download
x Cliindowslw

Dowmload

4.1.8.4 Clone Configuration

Add Command - Clone Configuration ®

Clone a device configuration

When you have a netw ork landscape comprising many

Select d to cl MNo D Selected Display De List . . .
T e e e e hundreds or even thousands of devices, it is a
Choose settings to clone . . . .
challenge to distribute the same settings to multiple
Apps Configuration . . . . .
S — Device Configuration devices. For this reason we have provided you the
Connections Keyboard - . .
Mouse ability to clone the settings of one device to many other
Administration :reutxu:nrk d ev |C es.

FTP Server Settings
Inventory Tags
Agent Configuration

Interact Device Security
Remote assistance Auto-logon

USB Ports
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4.2 Commands to Single Device

4.2.1 Monitor

4.2.1.1 System Informations

System Informations provide an overview of Device's properties as well as the list of Installed
Applications and Security Patches.

System Informations

o,

[ T T e I

Productname  FEC - MNICSPL

Hostname ‘wanpulse-423BB9
Operating systemand S Microsoft Windows XP Professional - Service Pack
Operating system name POSReady 2009
Product ID (ieence Mooyl 00817-620-0054345-06839
CPU type and Speed Intel(R) Atom(TM) CPU D525 @ 1.806Hz, 1795 Mhz
DikSze 152 625 Mo
Disk Free 145 880 Mo

RAMSze 1024 Mo

4.2.1.2 Inventory Informations

This section lists all the hardw are specifications of the device. By clicking on the desired grid,
you can get detailed information on each element.

Getinformations from the system

the device.

Showgrids  Collapse grids

ios
Serial Number Manufacturer

i
)

Version Date

ToBeFiled By O.EM.  American Megatrends Inc.

g
i
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GET - 20110828 &/28/2011 2:00:00
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4.2.1.3 Device Performances
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There are live information that Administrator might want to get when accessing to a particular
Device. This can include the CPU performances, the list of started services or the the list of
running applications. Once you click on the functions below, then the Device will send to Xcalibur-
W Server a continuous flow of data so as to display these live information.

I_I
ﬁ-j Before starting to send the data, the Device will need to receive the corresponding request
from Xcalibur-W Server. The time needed for this is equal to the pulse frequency. Therefore,
Administrator should expecta delay beforing displaying the data

4.2.1.3.1 Graphics
These graphic gives an overw iew of the current RAM, CPU and T° levels.

4.2.1.3.2 Application Running

The section below displays the list of applications running along with their Process ID and
Memory Footprint.

Applications running

Pid Hame File Hame Memory (Ko)

1292 vssve
382 tunserver

164 suchost

1772 Keyboardsurragate
8D csrss

68 ksass

1588 EoSrvce

1140 suchast

555 services

2304 suchost

1784 swchost

2156 matgsve

3440 wmiprvse

1568 cisve

4.2.1.3.3 Services Running

The section below displays the entire list of services w ith their live status.

CH\Windows\System3z\vssve.exe
Ci\Program Fies|TightVNC\|tunserver.exe

Cr\Windows\system32\svchost.exe

C:\Program Fies\C:
\PPAC:\Windowis\system32\csrss.exe

Ci\Windows\system32|sass.exe

C:\Program Fies\Elo TouchSystems\EloSrvee.exe

C:\Windouws\system3?\suchost.exe
Ci\Windows\system32\services exe
Ci\Windows\System32\svchost exe

vs\systemi2\svchost.exe

Ci\Windows\system32|cisv

1332
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Services running

Name Description Path Startilode  Started
1Pv Helper Service Provides DDNS name registration and automatic 1P activity indh k netsves Auto v
Alerter Notifies selected users an d inistrative slerts, IF -k z Disabled ®
Application Layer Gateway Servio Provides support for 3rd party protocol plug-ins for Internet Cony system32\alg.exe Manual v
Application Managemenit Provides software installation services such 2s Assign, Publish, and | C:\Windows\system32\svchost.exe -k netsves Manual x
ASP.NET State Service Provides support for out-cf-process session states for ASP.NET. If o At NET\Frameviork|v2.0.50727\aspret_state.e Manual ®
Windovss Audic Provides suppart for Windaws Audio funchons. C:\Windowves\System32\svchost.exe -k netsves Auto v
Background Inteligent Transfer 5 Uses idle natwark banduridth to transfer dats system32\suchost exe -k netsves Manusl x
Computer Browser Main updsted list of computers on the network and suppiie C:\Windowves\system32\svchost.exe -k netsves Auto v
Indexing Sarvice Indexes contents and properties of fils on local and remote compl C:\Windows\system32\cisve.exe Auto v
ClipBook Supports ClipBock Viwser, which slovis pages to be ssen by reme C:\Windovis|system32\clis Disabled M
NET Runtime Optimization Servict Microsoft .NET Framewark NGEN <:\Windaws|Micrasaft, NET\Frameviork\v2.0.50727\mscorsvwi.exe Manual *®
COM-+ System Application Manages the configuration and tracking of Componant Objact Mo C: ! ? 1 Manual x
Cryptographic Services Provides key sarvices for er. CHiwind k netsves Auto v
DOOM Server Progess Launcher | Provides launch functionaity for DOOM services. C:\Windowvis\system32\suchost.exe -k DeomLaunch Auto v
DHCP Client Manages network configuration by registering and updating TP ad C:\Windovis\system32\suchost.exe -k netsves Auto v

4.2.1.4 Tools

In order to check the netw ork connectivity from the Device to a specific URL, Xcalibur-W Server
enables to execute and to return the output of the PING and TRACERT Commands. The
corresponding results are then stored w ithinthe Command Result Window

Launch specific command

This module enables to send 8 Fing request or analyze the network route from the device fo 3 remote fhost and fo display the output
on the web interface.

Command to use @ ping

O wacert

Host

Example: www. wan-pulse.com, 192.168.2.1

Timeout | 30 seconds [=]

Launch

4.2.2 Apps Configuration

4.2.2.1 Configuration Connections

When using Thin Client devices, Administrator is able to create connections to remote hosts
using IE, RDP, ICA and VMWare clients. These connections can then be deployed to other
Devices using the Clone Configuration function.

Configuration Connections

This modlile ensbles to create connections to remote hosts using IE, ROF, ICA and VMWare dients.
HName * Type Auto Start Shell

x x

New Edit Delete

To add a new connection, click on New and fill the appropriate fields in the Connection
Param eters section.

Some optional settings are provided in order to customize the behaviour w hile executing the
connection.
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Configuration Connections

This modte enables to create connections to remote hosts using IE, RDP, ICA and VWare dients.

Connection Name:

Advanced

Create shortcut
on Desktop

Create shortcut

The connection icon is displayed on the
User's Desktop

The connection icon is attached to the

in Startmenu Window s Start Menu
Autostart The connection w ill be started
connection automatically w hen Device boots up

Auto reconnect

The connection w illbe restarted if/w hen

connection it is stopped
[}
- Replace Shell The Window s Shell Explorer will be
o replaced by the connection
Failover When the connection stops, the
el connection specifiedin this field gets
started automatically
Working This defines the Working Directory for
w. o Directory the connection
Arguments This allow s to specify additionnal

parameters to the connection

Once saved, the connection willthen appear in the Connection Manager as below

RCP1L

4.2.3 User Experience

RLCP

Type

Auvto Start Shell

4.2.3.1 Screen Saver

This sectionlists the Screen Savers available on the Device and enables to configure the default
one.

ScreenSaver

This module enables fo configure the ScreenSaver settings

Screen Saver status ) Enable

@ Disable

Timeout (seconds) 900

Avalable on the device -
sSCrnsave.scr

ss3dfo.scr

ssbhezier.scr

ssflwbox.scr -

Apply
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5 Library

5.1 Task Templates

Whenever you create a new task comprising a series of commands, you have the choice to
publish it immediately to devices or groups, or to save the task to the library for later use.

Library Name Date Created Nb commands

|config souris dlavier 6/21/2013 10:15:11 AM
Task Templates & =

instal 1 /212013 9:31:23 AW

Recurring Tasks g 6/20/2013 2:31:45 PN

Monitoring Rules maintenance +inventaie + diog |6/18/2013 H:11:19 PH
Downloads rask diribt /1572013 10:48:07 AM
ool dic /1572013 10:45:23 AM

Uploads

ltache 2 6/142013 10:34:10 P10

Tasks stored in the library can then be published or edited at a later stage by double clicking on
them or right-clicking and selecting LOAD from the context menu.

5.2 Recurring Tasks

This section of the library displays the recurring tasks that you have defined from the Command
Queue.

P Status Task Active Freque Unit Publish Start Publish End
Library i
Task Templates x ¥
N | reboot toute les 30 mins Inactive E Minutes 6/18/2013 11:10:02 PM 6/20/2013 B:27:36 PM
Recurring Tasks
o ¥ + invantsira + disg Active 1 Hours 6/18/2013 11:09:24 PM 6/22/2013 8:27:36 PM
Monitoring Rules ¥ inventaire tous les jours Inactive 1 Days 6/18/2013 :00:28 AM 6212013 8:27:36 AM
Downloads O sttente Inactive a Minutes §/18/2013 9:25:23 PM 6/18/2013 9:50:29 PM
Uploads O |rask dirat Inactive i Minutes 6/15/2013 10:47:43 AM /17/2013 6:00:00 AM
O tache2 Tnactive 0 Minutes 6/15/2013 10:42:10 AM 6/17/2013 £:00:00 AM

Once a recurring task is published, then Xcalibur-W Server automatically create and publish
occurrences of the task according to the recurrency settings that have been defined. Occurences
of the task are displayed w ithin the Task Board and can be identified thanks to the Recurrency
icon G

6/23(2013 7:24:58 PM i) ol e e a el |0 4 0 ®

6/23/2013 6:14:58 PM D [T RIS ] o 4 0 ®
Publish Start : 6/23/2013 12:24:58 PM

6/23(2013 5:04:58 PM I ] 0 4 0 ®
Publish End : 6/24/2013 7:00:00 AM

6/23/2013 3:54:58 PM o L | S—— 4 [ x
Mext Occurrence : 6/24/2013 5:54:58 AM

6/23/2013 2:44:58 PM L YT = | se—— 4 0 ®

All Recurring Tasks are stored w ithin the library. They can be paused or removed manually using
the context menu. The Status of the Recurring is detailed as below :

Status *‘-‘:*"“ In Progress: The task is active and has not been manually paused
1:“ Paused : The task is active but has been manually paused
"D‘Terminated : The task execution time w indow is terminated
Active If Active, the task is still in its execution time w indow
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Next Occurrence  Displays the expected execution time for the next occurrence of the
recurring task

5.3 Monitoring Rules

The Monitoring Rules section is the storage location w ithin the library for the rules that have been
created. From this location you can create, edit, remove the rules.

Rule Hame Status Date Created Devices

Library
Task Templates hd
) fovif cache < 20Mb Enzbled 6/26/2013 2:38:25 PM 2
Recurring Tasks
pee libre Enzbled 6/26/2013 12:13:33 PM 7
Vg (= tache cle de registre Enzbled €/24/2013 3:34:38 PM 3
Downloads temperature MB Enzbled 6/26/2013 11:54:48 AM 8
Uploads test disque Disabled 6/21/2013 11:26: 11 AM 5
test fichier test.txt Enzbled 6/20/2013 3:28:31 PM 2

1
ﬁ-j For further information regarding Monitoring, please refer tothe Monitoring and Preventive
Maintenance chapter

5.4 Downloads

The Downloads section is the storage location within the library for files that have been
dow nloaded from the devices. Fromthis location you can choose to save the file to your local file
system.

5.5 Uploads

We can see all the uploaded files in this part.

Filename Date Uploaded Dascription State size

Library

SkypeSetup_6.3.0.105.msi 6/19/2013 9:36:18 PM Available 19.6 Mb.
Task Templates

/2013 5:35:58 P Avaiable 83Kk
Recurring Tasks Daties €/13/2013 2:35:48 PH Avaiable Ik
Monitoring Rules

Downloads

Uploads

ez @ Whenever you need to upload files to devices through a task
Fle fo upload command, you will need to ensure it is first uploaded into this
section of Xcalibur-W Server. To upload a file is simple. Simply click

Selectafile...
File description
on the ¥ icon on the status bar and you will be presented with a
wad  file upload dialog.
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6 Reporting Services

6.1 Quick Export of Device List

There are occasions when Administrator wants to export Device data outside of the Software.
This canbe the case for Reporting or Asset management purposes.

Xcalibur-W Server allow s to quickly extract data from the current Device List View and export
them into various file format.

(CS\." Export JSON Export XML Expart:) Page[1 |ofl B . View 1- BEof &

There are three supported file format

CSV | AComma-Separated Value (CSV)file stores tabular data (numbers and text) in plain-
text form. (Opened w ith Excel or a similar software)

JSON  JSON, or JavaScript Object Notation, is a text-based open standard designed for
human-readable data interchange. It is derived from the JavaScript scripting language
for representing simple data structures and associative arrays, called objects.

XML | Extensible Markup Language (XML) is a markup language that defines a set of rules for
encoding documents in a format that is both human-readable and machine-readable.
(Opened in a w eb brow ser)

Once you click on the Export button, then you can save the file onto your computer.

6.2 Create Custom Reports

Xcalibur-W Server collects and centrally store data from Devices onto its Database. These
information are available within the existing views of the sofiv are, however they might not be in
the desired form and format.

Reporting Services offers a mean to select and export Device data according
to Layouts and Filters. The output of these data can be CSV, XML and JSON as for the Quick
Export of Device List.

6.2.1 Columns Layout

A Layout is an ordered list of items that defines the structure of data that are intended to be
extracted from the database. There are 5 default layouts that are provided as templates. They
can not be edited nor deleted.
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Reporting Services —
Columns Layouts

A it

Filters o=

Agent

File Export Agent

Agent

Agent

Locking Layout name Description

Devices List
Application Inventory
Device Agent Info

Enroliment List

| W | | (|

Hardvare Inventory

The default layout of Devices List View

List the application names and versions of all enrclled devices
List data related to Agent communication

The default layout of Enrcliment List View

List all hardviare information per device

Youcan add a custom layout by clicking on the “+ putton, this requires an advanced know ledge

of the system.

Fields Field

Feld |

save  Cancel

6.2.2 Filters

A Filter is an ordered list of criteria that are used to refine the data that shall be extracted from the
database. There are 5 default filters that are provided as templates. They can not be edited nor

deleted.

Reporting Services e
Columns Layouts
Agent
Filters = £
Agent &
File Export Agent [
Agent &
Agent &

Filter name

Online Devices
Offfine Devices
Last Inventory
Application Fiter
Last Pulse Filter

Description

Filters by Online status

Filters by Offiine status

Filters devices whose Inventory & solder than specic date
Filters devices featuring Device Agent application (a5 exampls)

Filters devices that have not contacted Management Server since specific date

Youcan add a custom filter by clicking on the + button, this requires an advanced know ledge of

the system.
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Entty  [agent

Hame

Description

Criteria Field Operator  Inverse Value

Field
Operator  Equals -
Inverse [

Value

Save

Save  Cancel

H
ﬁ-j You can refer to Advanced Reporting section in order to get a better understanding of
Layout and Filter syntax

6.2.3 File export

By selecting the required Layout and/or Filter, you can
generate the output file in the desired format. By default,

Enbty  [Agent

Selectlayout Do notapply layout hd

T unommokdosmes the output is restricted to Enrolled Devices. How ever, by
S unselecting the checkbox, you can extand the Un-enrolled
Devices.

WebService URL

Once you click on Export button, you w illbe prompted to
open or save the file.

6.3 Advanced Reporting with Websenices

Xcalibur-W Server provides a Web Service in REST format for data collection over the netw ork.
The Web Service allows to use requests that can be used by a third-party software (including
Excel).

Entity | Agent

e Do . When exporting a file using the Custom Exports, the
T e T e corresponding Web Service request is automatically
displayed w ithin the URL field. Thus, the request can be
used “asis” or modified.

Export format sV -
File Name
WebService URL

hreps:// .

Jws/agents.csviprojections=L30nline, MachineNam k. Inventor
y.Computer.Model, Tnventory.Cperati OsName, Devi ion, Network
3.Iphddress,Networks Networkhddress, WriteFilter, IsInPersistance, LastBulses
LastPulse=LessThan(14/06/2013 21:54:45) sEnrollementState=1
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)

—— Please note that WebServices shall be properly configured on the IS Server to be
functionnal. Refer to Setting Up WebServices Section for more details

The Web Service syntax is described below .

https://<manager-ip>:<webservice-port>/w s/ <entity>.<export-format>
?projections=<projections-list>&orders=<orders-list>&groups=<groups-ist>&
<criteria-list>

manager-ip Xcalibur-W Server IP adress or DNS name

w ebservice-port Port used by the w ebservice inthe Xcalibur-W Server
entity Request's entry point

export-format Export format of the request

projections-list Projections list separated by commas

orders-list order-by list separated by commas

groups-list group-by list separated by commas

criteria-list criterias list with a criteria = an URL parameter

L

- Y ou can modify the requestdirectly in the URL field. Below is an example w herew e are
changing the value of the filter for the Last Pulse date.

Example :

= Original:the output list will only feature the Devices that have not contacted Xcalibur-W
Server since 14/06/2013 (Last Pulse Date):

https://srv1.xcaliburw.com:444/ws/agents.csv ?projections=IsOnline,MachineName, Netw orks.Mac

Address,Inventory.Computer.Model,Inventory.OperatingSystem.OsName, DeviceAgentVersion,N

etw orks.IpAddress,Netw orks.Netw orkAddress,WriteFilter,IsInPersistance,LastPulse&LastPulse=L

essThan(14/06/2013 21:54:45)&EnrollementState=1

= Modified, the output list willonly feature the Devices that have contacted Xcalibur-W Server
since 14/06/2013 (Last Pulse Date):

https://srv1.xcaliburx.com:444/w s/agents.csv?projections=IsOnline,MachineName,Netw orks.Mac

Address,Inventory.Computer.Model, Inventory.OperatingSystem.OsName, DeviceAgentVersion,N

etw orks.I[pAddress,Netw orks.Netw orkAddress,WriteFilter,IsInPersistance,LastPulse&LastPulse=

GreaterThan(15/06/2013 21:54:45)&EnrollementState=1
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7 Monitoring and Preventive Maintenance

7.1 Owveniew

Xcalibur-wW  Server feature a powerful and flexible monitoring engine- based
on Rules and Triggers - w hich is executed on Client Devices. Rules enable to generate Alerts that
are sent to the Management Server whenever a specific event occurs on the Client Device.
Therefore, Administrator gets automatically informed of any dysfunctions on the equipements.

Additionnaly, Xcalibur-W Server is able to execute Preventing Tasks once an Alert is received
eliminating the need to perform manual interventions.

From the Device List View , Administrator can see a counter of raised alerts.

These Alerts are classified using color code reflecting the event's severity.

High Level Alert  Normal Level Alert Low Level Alert

o [ v
Monitoring Rules are stored w ithin the library. Administrator will need to create rules first and then
deploy them to target Devices.

7.2 Rules and Creating Rules

7.2.1 Monitoring Rules View and Context Menu

From the Library, withinthe Monitoring Rules section, you see all the rules already created.

Rule Name Status Date Created Devices

Library

Task Templates
fowef cache < 20Mb Enabled 16/26/2013 2:38:25 PM
Recurring Tasks
pee ibre Enabled 16/26/2013 12:13:33 PM

Monitoring Rules tache cle de registre Enzbled &/24/2013 3:34:38 PM
Downloads temperaturs MB Enzbled 6/26/2013 11:54:48 AM

test disque Disabled 6/24/2013 11:26:11 AM

Mo m W e

Uploads
test fichier test.bt Enabled 6/20/2013 3:28:31 PM

This page lists the Rule Name, the status (Enabled or Disabled), the date of creation, and lastly
the number of devices to w ho this rule applies.

Youcan access Context Menu by right-clicking on any of the rule:

) Load Rule
&2 show Details
4| Disable

Edit 59

Remove
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= Load Rule : Allows to assign the rule to a selection of devices. The Monitoring Rule is then
loaded in the Command Queue as for any Task and can be publish to devices
= Show Details : Display the rule details including the triggers, the polling frequency, the list of

devices to w ho this rule applies...

[* Rule Details - test 1 x

Status :
Poling frequency :

Trigger
sys.reg.key =
sys.partition.freespace | <

Hostname

testC27D7524916
testmayB310204D

Enabled
2 Minutes

Operator
false
true

Devices : 2
Maintenance Task : None

Value Parameters
testl HKEY_LOCAL_MACHINEY,
10% C

Ip Address
192.168.2.177

of 1 2% 5 View 1-20of 2

= Disable : Disables the rule for all the devices to w ho this rule applies
= Edit : Allow s to modify the parameters of the rule

= Remove : Deletes the rule

7.2.2 Create new Monitoring Rule

You can create a new Monitoring Rule by clicking on the + button, in the bottom of the screen.

Create new Manitoring Rule

Rule Name

Conditions list Trigger Operator  Invert Value

Severity | Normal Level Alert []
Poliing frequency Minutes +
Maintenance Task None lz‘
Enabled

Save Cancel

Templates section.

7.2.3 Load Rule

Creating the rule requires to define trigger(s)

w hich shall be used. You can choose and
combine severaltriggers which formall together
the Conditions list. All available triggers are
detailed in the Triggers Glossary.

As an option, Xcalibur-W Server allow s to assign
a maintenance task to a particular rule. This
feature enables to automatically execute a task
once an alert is raised. A Maintenance
Tasks can be any of the tasks in theTask

To assign a rule to devices, you shall load it in the Command Queue by clicking on Load
Rule from Context Menu, or just double-clicking on the rule. A new Command named Monitoring
Rule is added to Command Queue and you then just have to publish this Task to your selection
of devices. More informations on Publishing Tasks.
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Command Queue

The Rules are stored w ithin the filesystem of the device, within
an unprotected area - part of the FBWF Exclusions List.

(new commands queue)*

& | Menitaring rule %]

M
Remove Al Publish = As for any Tasks, if your devices are protected by an
EWF Write Filter, you need to activate/deactivate Maintenance
mode in your Task, otherwise the Rule may not persist onto
the devices

7.3 Triggers Glossary

The list below describes all available triggers that can be monitored on the Client Device.

7.3.1 sys.reg.key
Definition
This trigger allow s to monitor the registry key name

Operator
= Contains

Value
The new name of the registry key

Parameters
Specify the path of the existing registry key

Example
| would like to be notified when'my_key' willbe renamed 'my_new _key".

Operator : = Value : ‘my_new_key’' Parameters :
‘HKEY _LOCAL_MACHINE\ Soft ware\ my_key'

7.3.2 sys.reg.value
Definition
This trigger allow s to monitor the value of a specified registry key.

Operator
= ; Contains
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Value
String value

Parameters
Specify the path of the registry key

Example
| would like to be notified w hen'HKEY _LOCAL_MACHINE\Softw are\my_key\one value' takes for
value 'XYZ'

Operator : = Value : XYZ Parameters :
HKEY LOCAL_MACHINE\Software\ my_key\ one_value

7.3.3 sys.regedit

Definition
This trigger allow s to monitor w hether a specified registry key exists or not

Operator
=, Contains

Value
True for existing, False for unexisting

Parameters
Specify the path of the registry key

Example
I would like to be notified w henthe registry key 'my_key" exists.

Operator : = Value : true Parameters :
HKEY _LOCAL_MACHINE\Software\ WanPulse\ my_key

7.3.4 sys.gen.result

Definition
This trigger allow s to monitor the output of a shell command, may it be a windows command or a
custom script

Operator
=; Contains
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Value
String value

Parameters
Specify the command to use

Example
| would like to be notified whenaPing command doesn't loss any packets

Operator : Contains Value : 0% Loss Parameters : ping www-google:fr

7.3.5 sys.serv.started
Definition
This trigger allow s to monitor the current state of a specified service (Started/Stopped).

Operator
=; Contains

Value
True for started, False for stopped

Parameters
Specify the name of the service

Example
| would like to be notified w hen the Window s Audio service is started

Operator : = Value : True Parameters : Windows Audio

7.3.6 sys.patrtition.freespace

Definition
This trigger allow s to monitor the freespace of a specified disk partition

Operator
All applicable

Value
Numerical value follow ed by the unit %, Kb, Mb or Gb
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Parameters
Specify the partition letter

Example
| would like to be notified w henthe freespace on C: partition is lesser than 10% of the total
partition size

Operator : < Value : 10% Parameters : C

7.3.7 sys.diskdrive.health

Definition
This trigger allow s to monitor the health of Smart-enabled hard disk drive

Operator
=; Contains

Value
OK ; Error ; Degraded ; PredFail

Parameters
Not Applicable

Example
| would like to be notified w henthe health of hard disk drive is degraded

Operator : Contains Value : Degraded Parameters :

7.3.8 sys.temperature
Definition
This trigger allow s to monitor the motherboard system temperature

Operator
All applicable

Value
Numerical value follow ed by the unit °C (default) or °F

Parameters
Not Applicable
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Example
I would like to be notified w henthe motherboard temperature is greater than 50°C

Operator : > Value : 50°C Parameters :

7.3.9 file.create

Definition
This trigger allow s to monitor the creation of a specified file or directory

Operator
=; Contains

Value
The location of specified file or directory

Parameters
Specify the path of the file or directory

Example
| would like to be notified w hen the file ‘xcaliburw .txt'is created on C:\

Operator : Contains Value : C:\xcaliburw-txt Parameters : C:\

7.3.10file.size
Definition

This trigger allow s to monitor the size of a specified file

Operator
All Applicable

Value
Numerical value follow ed by the unit Kb, Mb or Gb

Parameters
Specify the path of the file

Example
| would like to be notified w hen the file size of my_file.txt is greter than 1 Gb
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Operator : > Value : T Gb Parameters : c:\UsersAdmin\Desktop\my_file-txt

7.3.11file.exist
Definition

This trigger allow s to monitor w hether a specified file or directory exists or not

Operator
=; Contains

Value
True for existing, False for unexisting

Parameters
Specify the path of the file or directory

Example
I would like to be notified if the file c:\Window s\explorer.exe does not exist

Operator : = Value : false Parameters : c:\Windows\explorer-exe

7.3.12 writefilter.cachesize.current

Definition
This trigger allow s to monitor the cache size of the FBWF Write Filter

Operator
All applicable

Value
Numerical valued follow by the unit %, Kb, Mb or Gb

Parameters
Not applicable

Example
| would like to be notified w hen the cache size exceeds 90 Mb

Operator : >
Value : 90 mb

Parameters :
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7.4 Alerts

The Alerts View w ithin the Monitoring section provides an instant access of all Alerts logs. Each
Alert is summarized w ith date, severity, device affected, rule name, task performed if exists.

Monitoring B Alert Date . Severity Hostname Rule Name Task Ack
Alerts view - | ] [ ] [ Ne: -
[ |6f30/2013 9:43:13 AM o] testmay7DI0CTES temperaturs MB x
[ | /3072013 3:39:12 AM ] testmay7D10CT5S temparature ME x
[T |8/30/2013 9:35:10 AM o] testmay7D10CTES temperature ME ®
[T | /3072013 5:31:10 AM o] testmay7D10CTES temperature MB x
[ |sf30/2013 9:27:08 AM o] testmay7D10CTSS temperature MB x
[ | 63072013 9:73:07 am R testmay7D10CTSS temperature MB x

Aler can be acknow ledged by right-clicking and selecting Alert acknowledgement.

L Show Details
& Alert adknowledgement

By double clicking, you can get details on the alert including the triggers, the values and
parameters as w ell as the reported result.

As an example, the screenshot below describes an Alert on Device Temperature w hich exceeds
the 40°C threshold.

" Alert Details - temperature MB - 6/30/2013 9:35:10 AM x

Hostniame : testrmay7010C755 Ip Address : 192.168.2.233
Poling frequency : 4 Maintenance Task : None
Conditions Result

Trigger : sys.temperature
Operator : =
48°C
Invert : False

Value : 40°C
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8 Manager Options

8.1 Settings

The Settings section w ithin the Manager Options allows administrators to set specific parameters
that may be required w ithin the organization. A selection of these is show n below .

Options Current Settings
Temporary Folder Temp
Type Local

Settings

Users

General

Temporary Folder Temp
Apply

SSL Certificate
Hame. Devices Serial Number Expiration Status

e 6410624746 7E8 A4 ADDSEF48S1BFEFS 8/25/2022 10:24:50 AM v
wngt e ocIEC 6/21/2014 12:47:19 PM

Authentification
© Local

© Active Directory

Apply

NC Proxy

VINC Proxy sutomatic dose (in min) [0 : dssbic] 0

Range of ports (Java Viewers)
Start port 5900
end port 5919

Range of ports (Agents connections)
Start port 5980
end port 5999

@ Remove all VHC sessions Apply

8.1.1 General

The General panel contains the follow ing parameter fields.

General
Temporary Folder Temp
Apply
SEL Certificate
Name Devices Serial Number Expiration Status
LT 644106247 A67EBAS4A DDSEF4S61BFEFE §/25/2022 10:24:50 AM v
wad.net o8 OC1E2C 6/21/2014 12:47:15 PM

Temporary Folder
Specifies the location w here temporary files willbe stored. The default setting is: TEMP.

SSL Certificate
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This tab should be populated with the license number of your SSL certificate(s) as stored and

used within 1IS. The serial number can be found by going to the SSL Certificate area within IS
and double clicking on the certificate listing.

8.1.2 Authentication

This panel contains the settings that concern authentication systems used for administrator
access to Xcalibur-W Server.

Authentification

O Loal

® Active Directory
Host :

[ Auto create local account

Apply

When you enter the IP address of the AD server into the Host field all authentication is done
tow ard the AD server. How ever, if the account name does not exist on the local database the
authentication is rejected even though it may be correctin terms of passw ord.

So when you need to use Active Directory as the means of authentication the best method is to
tick the Auto Create Local Account checkbox and ask your Xcalibur-W Server users to log in.
Once they have successfully logged in you can then untick this box. The result of this action is to
add the AD user name to the local database but not store any passw ord information. Instead it is
used as a referenceto ensure that the AD user is allow ed to authenticate on Xcalibur-W Server.

8.1.3 VNC Proxy

The VNC Proxy panel contains a number of settings that allow you to manipulate how the VNC
system used to shadow desktops for remote assistance. For more details of how Reverse VNC
Proxy w orks please see the appropriate section.

VNC Proxy

VNC Proxy automatic close (in min) [0 : dissbled] 0

Range of ports (Java Viewers)
Start port 5900
End port 5919

Range of ports (Agents connections)
Start port 5980

End port 5999

@ Remove all VNC sessions Apply

VNC Proxy Automatic Close

This setting is used to set the number of minutes that the VNC Proxy connection will be allow ed
to stay open once the VNC session has been closed. A setting of 0, the default will keep the
proxy connection open indefinitely.
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Range of Ports (JavaView ers)

Use this setting to customize the port range used by Java VNC view ers that will be launched by
your browser when you initiate a reverse VNC session. The default values are Start=5900 and
End=5919.

Range of Ports (AgentConnection)

Use these settings to determine w hat port range will be used w hen the Device Agent connects to
the Xcalibur-W Server in order to set up the Reverse VNC Proxy connection. The default values
are Start=5980 and End=5999.

8.2 Users

The Xcalibur-W Server server has the capability to allow a number of users to connectto it in
order that they may manage devices. Users can be defined locally or Xcalibur-W Server can
connectto Active Directory to allow AD authenticated login.

Users Name First Name: Last Name Email Create Date State

Options

admin System User admin@local. domain 5/14/2013 3:54:45 PM Enable
Settings

System User admin@local.domain £/14/2013 %:54:45 PM | Enable
Users

demouser System User admin@local.domain £/14/2013 9:54:45 PM | Enable

8.2.1 Adding a User

To add a user click the ADD button located on the status line at the bottom of the right side of the
Users page. The right hand panel w illchange to something similar to the image below :

Youwi ll have noticed that you can provide a level
- of granular permissions to the user you are
e adding. These permission levels allow you to
ot restrictthe level of access thatthe user is
D S provided w ith. Fill in the details as per your
oy N requirements and click the SAVE button.

Boeron

8.2.2 Deleting a User

To delete a particular user simply right click on the user entry and select Delete from the context
menu.
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Users Name

Options
[admin
Settings
Users 4
jemouser

First Name Last Name

System User
System User

System Lier
Manage

Delete

Email
admin@local.domain

admin@local.domain
admin@local.domain

Create Date
/142013 9:54:45 BM
/142013 9:54:45 PM

6/14/2013 9:54:45 PM

Enable
Enable
Enable

State
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9 Advanced

9.1 Update Client Agent

In the current Xcalibur-W Server version, the Client Update is being done using an
external FTP server which acts as repository for Client Agent update instructions. The repository
shall contain at least the XML infoversion file which specifies the target version and the exact
path to the new Client Agent. The new Client Agent binary can be stored on the
same FTP server, or can be stored on a remote server (SMB, HTTP, FTP...).

9.1.1 Things to know

When the Device is notenrolled:

= If there is no Write Filter activated then the update of Device Agent is done silently for the
user w ithout any reboot

= If protected by a FBWF Write Filter, thena message pops up informing the user that the
Device will turn automatically into Maintenance Mode to start the update, thus willreboot.

)
=== Due to Writer Filter protection, the Agent Update w illnot w orkon a Device that has EWF
activated

When the Deviceis enrolled:

= If there is no Write Filter activated, then the update of Device Agent is done silently for the
user w ithout any reboot

= If protected by EWF or FBWF Write Filter, then the device shall be turned into
the Maintenance state.

9.1.2 Preparing FTP Server

The FTP Server shall contain the infoversion.xml file. Infoversion.xml file shall be w ritten as
show n below :

<?xml version="1-0" encoding="UTF-8"?>
<Info>

<Imaging>
<Version>0-0-0</VVersion>
<Path>imagel5032077</Path>

</Imaging>

<Profil>
<Version>0-0</Version>
<Path>Profil0-2-txt</Path>

</Profil>

<Agent>
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<Version>1-3-6-572</Version>
<Path>ftp://anonymous:test @192-168-7-10/ DeviceAgent_1-3-6-572-exe</Path>

</Agent>

</Info>

Version = Specifies the new Client Agentversion. If installed versionis new er than the specified
one, then the update will not be executed

Path Specifies the exact path to the new Client Agent

9.1.3 Preparing Device Agent

As it uses FTPas a mean for the update, Device agent shall be configured with the FTP server
address and credentials. This can be done either by manually entering the settings onto the
Agent or using the DHCP Scope options.

9.1.3.1 FTP Server settings provided by DHCP

Device Agent Configurati

on

This module allows to configure

Synchronization Port

Discovery Port

Puise Delay {seconds)

Enable DHCP Scope

Update Inventory a
each device st

7270

9999

FTP Server settings can be provided by the mean of the DHCP using
Scope Option 230. For more information about the DCHP Option, you
can refertothe DHCP Scope Options section.

In  Device Agent, you shal go inAdministration/Agent
Configuration section in order to allow the DHCP Scope Option by
ticking the corresponding checkbox.

9.1.3.2 FTP Server settings provided Manually

Manual settings canbe entered fromthe Administration, Agent Update section.
Additionnaly, You can to tick the Enable automatic FTP updates at startup inorder to checkfor

updates of the Agent at each startup.

FTP Server Settings

This moduke enables to configure the FTP Server settings that will be used to check updates for the Agent, either on request or at
each startup.

Enable automatic FTP updates at startup
Hostname or P [192.168.2.79
Port |29
Path  |yalid
Logn  |anonymous

Password

Apply
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9.1.4 Starting the Update

The update can be started using the Agent Update command.

Add Command - Start Update x

This modules enables to start updating the Agent.

Update from Library
@ FTP Server

Start

When executing the update on Write Filter protected devices, then Adminstrator shall Activate
the Maintenance Mode priorto executethe update as showninthe Task Template below.

Command Queue = E
Agent Update Task
| Activate Maintenance (%]
4 | Configuration Update glg. %]
i | Desactivate Maintenance %%4 %]
9.2 WMIC Command Glossary
baseboard get Manufacturer, Model, Name, PartNumber, slotlayout, serialnumber,
pow eredon
bios get name, version, serialnumber
bootconfig get BootDirectory, Caption, TempDirectory, Lastdrive
cdrom get Name, Drive, Volumename

computersystem get Name, domain, Manufacturer, Model, NumberofProcessors,
PrimaryOw nerName,Username, Roles, totalphysicalmemory /format:list

cpu get Name, Caption, MaxClockSpeed, DevicelD, status

datafile w here name='c:\\boot.ini" get Archive, FileSize, FileType, InstallDate,
Readable, Writeable, System, Version

dcomapp get Name, AppID /format:list

desktop get Name, ScreenSaverExecutable, ScreenSaverActive, Wallpaper
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desktopmonitor
diskdrive
diskquota
environment

fsdir

group

idecontroller
irq
job

loadorder

logicaldisk

memcache

mem/logical

memorychip

netclient

netlogin

netprotocol

netuse

nic

nicconfig

nicconfig

nicconfig

[format:list

get screenheight, screenw idth

get Name, Manufacturer, Model, InterfaceType, MediaLoaded, MediaType
get User, Warninglimit, DiskSpaceUsed, QuotaVolume

get Description, VariableValue

w here name="c:\\w indow s' get Archive, CreationDate, LastModified,
Readable, Writeable, System, Hidden, Status

get Caption, InstallDate, LocalAccount, Domain, SID, Status
get Name, Manufacturer, DevicelD, Status
get Name, Status

get Name, Ow ner, DaysOfMonth, DaysOfWeek, ElapsedTime, JobStatus,
StartTime, Status

get Name, DriverEnabled, GroupOrder, Status

get Name, Compressed, Description, DriveType, FileSystem, FreeSpace,
SupportsDiskQuotas, VolumeDirty, VolumeName

get Name, BlockSize, Purpose, MaxCacheSize, Status

get AvailableVirtualMemory, TotalPageFileSpace, TotalPhysicalMemory,
TotalVirtualMemory

get BankLabel, Capacity, Caption, CreationClassName, DataWidth,
Description, Devicelocator, FormFactor, HotSw appable, InstallDate,
InterleaveDataDepth, InterleavePosition, Manufacturer, MemoryType,
Model, Name, Otherldentifyinginfo, PartNumber, PositioninRow ,

Pow eredOn, Removable, Replaceable, SerialNumber, SKU, Speed, Status,
Tag, TotalWidth, TypeDetail, Version

get Caption, Name, Manufacturer, Status

get Name, Fullname, ScriptPath, Profile, UserlD, NumberOfLogons,
Passw ordAge, LogonServer, HomeDirectory, PrimaryGroupID

get Caption, Description, GuaranteesSequencing, SupportsBroadcasting,
SupportsEncryption, Status

get Caption, DisplayType, LocalName, Name, ProviderName, Status

get AdapterType, AutoSense, Name, Installed, MACAddress,
PNPDevicelD, Pow erManagementSupported, Speed, Statusinfo

get MACAddress, DefaultlPGatew ay, IPAddress, IPSubnet, DNSHostName,
DNSDomain

get MACAddress, IPAddress, DHCPEnabled, DHCPLeaseExpires,
DHCPLeaseObtained, DHCPServer

get MACAddress, IPAddress, DNSHostName, DNSDomain,
DNSDomainSuffixSearchOrder, DNSEnabledForWINS Resolution,
DNSServerSearchOrder
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nicconfig

ntdomain

ntevent

ntevent

ntevent

onboarddevice

oS

oS

pagefile
pagefileset
partition

printer

printjob

process

product

gfe

quotasetting
recoveros
Registry
scsicontroller

server

service
share

sounddev

get MACAddress, IPAddress, WINSPrimaryServer, WINSSecondaryServer,
WINSEnableL MHostsLookup, WINSHostLookupFile

get Caption, ClientSiteName, DomainControllerAddress,
DomainControllerName, Roles, Status

w here (LogFile="system' and SourceName="W32Time") get Message,
TimeGenerated

w here (LogFile="system' and SourceName="W32Time' and Message like
‘Y%timesource%') get Message, TimeGenerated

w here (LogFile='system' and SourceName="W32Time' and
EventCodel='29") get TimeGenerated, EventCode, Message

get Description, DeviceType, Enabled, Status

get Version, Caption, CountryCode, CSName, Description, InstallDate,
SerialNumber, ServicePackMajorVersion, Window sDirectory /format:list

get CurrentTimeZone, FreePhysicalMemory, FreeVirtualMemory,
LastBootUpTime, NumberofProcesses, NumberofUsers, Organization,
RegisteredUser, Status

get Caption, CurrentUsage, Status, TempPageFile
get Name, InitialSize, MaximumSize
get Caption, Size, PrimaryPartition, Status, Type

get DevicelD, DriverName, Hidden, Name, PortName,
Pow erManagementSupported, PrintJobDataType, VerticalResolution,
Horizontalresolution

get Description, Document, ElapsedTime, HostPrintQueue, JobID,
JobStatus, Name, Notify, Ow ner, TimeSubmitted, TotalPages

get Caption, CommandLine, Handle, HandleCount, PageFaults,
PageFileUsage, PArentProcessld, Processld, ThreadCount

get Description, InstallDate, Name, Vendor, Version

get description, FixComments, HotFixID, InstalledBy, InstalledOn,
ServicePackinEffect

get Caption, DefaultLimit, Description, DefaultWarningLimit, SettingID, State
get AutoReboot, DebugFilePath, WriteDebuginfo, WriteToSystemLog

get CurrentSize, MaximumSize, ProposedSize, Status

get Caption, DevicelD, Manufacturer, PNPDevicelD

get ErrorsAccessPermissions, ErrorsGrantedAccess, ErrorsLogon,
ErrorsSystem, FilesOpen, FileDirectorySearches

get Name, Caption, State, ServiceType, StartMode, pathname
get name, path, status

get Caption, DevicelD, PNPDevicelD, Manufacturer, status
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startup
sysaccount
sysdriver

systemenclosure

systemslot

tapedrive

timezone

useraccount

get Caption, Location, Command
get Caption, Domain, Name, SID, SIDType, Status
get Caption, Name, PathName, ServiceType, State, Status

get Caption, Height, Depth, Manufacturer, Model, SMBIOSAssetTag,
AudibleAlarm, Security Status, SecurityBreach, Pow eredOn,
NumberOfPow erCords

get Number, SlotDesignation, Status, SupportsHotPlug, Version,
CurrentUsage, ConnectorPinout

get Name, Capabilities, Compression, Description, MediaType,
NeedsCleaning, Status, Statusinfo

get Caption, Bias, DaylightBias, DaylightName, StandardName

get AccountType, Description, Domain, Disabled, LocalAccount,
Lockout, Passw ordChangeable, Passw ordExpires,
Passw ordRequired, SID
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